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Correct Answer: BE 
 
 
QUESTION 48 
What is the disadvantage of setting up a site-to-site VPN in a clustered-units environment? 
 
A. VPN connections can be re-established only if the failed master unit recovers. 
B. Smart License is required to maintain VPN connections simultaneously across all cluster units. 
C. VPN connections must be re-established when a new master unit is elected. 
D. Only established VPN connections are maintained when a new master unit is elected. 
 
Correct Answer: C 
 
 
QUESTION 49 
An administrator is creating interface objects to better segment their network but is having trouble 
adding interfaces to the objects. What is the reason for this failure? 
 
A. The interfaces are being used for NAT for multiple networks. 
B. The administrator is adding interfaces of multiple types. 
C. The administrator is adding an interface that is in multiple zones. 
D. The interfaces belong to multiple interface groups. 
 
Correct Answer: D 
 
 
QUESTION 50 
Which command is run on an FTD unit to associate the unit to an FMC manager that is at IP 
address 10.0.0.10, and that has the registration key Cisco123? 
 
A. configure manager local 10.0.0.10 Cisco123 
B. configure manager add Cisco123 10.0.0.10 
C. configure manager local Cisco123 10.0.0.10 
D. configure manager add 10.0.0.10 Cisco123 
 
Correct Answer: D 
 
 
QUESTION 51 
An engineer is configuring Cisco FMC and wants to allow multiple physical interfaces to be part of 
the same VLAN. The managed devices must be able to perform Layer 2 switching between 
interfaces, including sub-interfaces. What must be configured to meet these requirements? 
 
A. interface-based VLAN switching 
B. inter-chassis clustering VLAN 
C. integrated routing and bridging 
D. Cisco ISE Security Group Tag 
 
Correct Answer: C 
 
 
QUESTION 52 
Which CLI command is used to generate firewall debug messages on a Cisco Firepower? 
 
A. system support firewall-engine-debug 
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B. system support ssl-debug 
C. system support platform 
D. system support dump-table 
 
Correct Answer: A 
 
 
QUESTION 53 
Which command is typed at the CLI on the primary Cisco FTD unit to temporarily stop running 
high- availability? 
 
A. configure high-availability resume 
B. configure high-availability disable 
C. system support network-options 
D. configure high-availability suspend 
 
Correct Answer: B 
 
 
QUESTION 54 
What is a functionality of port objects in Cisco FMC? 
 
A. to mix transport protocols when setting both source and destination port conditions in a rule 
B. to represent protocols other than TCP, UDP, and ICMP 
C. to represent all protocols in the same way 
D. to add any protocol other than TCP or UDP for source port conditions in access control rules. 
 
Correct Answer: B 
 
QUESTION 55 
A network engineer is configuring URL Filtering on Firepower Threat Defense. Which two port 
requirements on the Firepower Management Center must be validated to allow communication 
with the cloud service? (Choose two.) 
 
A. outbound port TCP/443 
B. inbound port TCP/80 
C. outbound port TCP/8080 
D. inbound port TCP/443 
E. outbound port TCP/80 
 
Correct Answer: AE 
 
 
QUESTION 56 
Which CLI command is used to control special handling of ClientHello messages? 
 
A. system support ssl-client-hello-tuning 
B. system support ssl-client-hello-display 
C. system support ssl-client-hello-force-reset 
D. system support ssl-client-hello-enabled 
 
Correct Answer: A 
 
 
QUESTION 57 
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Which report template field format is available in Cisco FMC? 
 
A. box lever chart 
B. arrow chart 
C. bar chart 
D. benchmark chart 
 
Correct Answer: C 
 
 
QUESTION 58 
When do you need the file-size command option during troubleshooting with packet capture? 
 
A. when capture packets are less than 16 MB 
B. when capture packets are restricted from the secondary memory 
C. when capture packets exceed 10 GB 
D. when capture packets exceed 32 MB 
 
Correct Answer: D 
 
 
QUESTION 59 
What is the maximum bit size that Cisco FMC supports for HTTPS certificates? 
 
A. 1024 
B. 8192 
C. 4096 
D. 2048 
 
Correct Answer: C 
 
 
QUESTION 60 
Which limitation applies to Cisco Firepower Management Center dashboards in a multidomain 
environment? 
 
A. Child domains can view but not edit dashboards that originate from an ancestor domain. 
B. Child domains have access to only a limited set of widgets from ancestor domains. 
C. Only the administrator of the top ancestor domain can view dashboards. 
D. Child domains cannot view dashboards that originate from an ancestor domain. 
 
Correct Answer: D 
 
 
QUESTION 61 
Which command is run at the CLI when logged in to an FTD unit, to determine whether the unit is 
managed locally or by a remote FMC server? 
 
A. system generate-troubleshoot 
B. show configuration session 
C. show managers 
D. show running-config | include manager 
 
Correct Answer: C 
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QUESTION 62 
What is the benefit of selecting the trace option for packet capture? 
 
A. The option indicates whether the packet was dropped or successful. 
B. The option indicated whether the destination host responds through a different path. 
C. The option limits the number of packets that are captured. 
D. The option captures details of each packet. 
 
Correct Answer: A 
 
 
QUESTION 63 
Which two statements about deleting and re-adding a device to Cisco FMC are true? (Choose 
two.) 
 
A. An option to re-apply NAT and VPN policies during registration is available, so users do not need 

to re- apply the policies after registration is completed. 
B. Before re-adding the device in Cisco FMC, you must add the manager back in the device. 
C. No option to delete and re-add a device is available in the Cisco FMC web interface. 
D. The Cisco FMC web interface prompts users to re-apply access control policies. 
E. No option to re-apply NAT and VPN policies during registration is available, so users need to re-

apply the policies after registration is completed. 
 
Correct Answer: DE 
QUESTION 64 
How many report templates does the Cisco Firepower Management Center support? 
 
A. 20 
B. 10 
C. 5 
D. unlimited 
 
Correct Answer: D 
 
 
QUESTION 65 
Which command is entered in the Cisco FMC CLI to generate a troubleshooting file? 
 
A. show running-config 
B. show tech-support chassis 
C. system support diagnostic-cli 
D. sudo sf_troubleshoot.pl 
 
Correct Answer: D 
 
 
QUESTION 66 
Which Cisco Firepower feature is used to reduce the number of events received in a period of 
time? 
 
A. rate-limiting 
B. suspending 
C. correlation 
D. thresholding 
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