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C. strict TCP enforcement 
D. propagate link state 
 
Correct Answer: D 
 
 
QUESTION 14 
An administrator is optimizing the Cisco FTD rules to improve network performance, and wants to 
bypass inspection for certain traffic types to reduce the load on the Cisco FTD. Which policy must 
be configured to accomplish this goal? 
 
A. prefilter 
B. intrusion 
C. identity 
D. URL filtering 
 
Correct Answer: A 
 
 
QUESTION 15 
Which firewall design allows a firewall to forward traffic at layer 2 and layer 3 for the same 
subnet? 
 
A. Cisco Firepower Threat Defense mode 
B. transparent mode 
C. routed mode 
D. integrated routing and bridging 
 
Correct Answer: B 
 
 
QUESTION 16 
A Cisco FTD has two physical interfaces assigned to a BVI. Each interface is connected to a 
different VLAN on the same switch. Which firewall mode is the Cisco FTD set up to support? 
 
A. active/active failover 
B. transparent 
C. routed 
D. high availability clustering 
 
Correct Answer: B 
 
 
QUESTION 17 
Which two dynamic routing protocols are supported in Firepower Threat Defense without using 
FlexConfig? (Choose two.) 
 
A. EIGRP 
B. OSPF 
C. static routing 
D. IS-IS 
E. BGP 
 
Correct Answer: BE 
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QUESTION 18 
Within an organization's high availability environment where both firewalls are passing traffic, 
traffic must be segmented based on which department it is destined for. Each department is 
situated on a different LAN. What must be configured to meet these requirements? 
 
A. span EtherChannel clustering 
B. redundant interfaces 
C. high availability active/standby firewalls 
D. multi-instance firewalls 
 
Correct Answer: D 
 
 
QUESTION 19 
An engineer is configuring a Cisco IPS to protect the network and wants to test a policy before 
deploying it. A copy of each incoming packet needs to be monitored while traffic flow remains 
constant. Which IPS mode should be implemented to meet these requirements? 
 
A. Inline tap 
B. passive 
C. transparent 
D. routed 
 
Correct Answer: A 
 
 
QUESTION 20 
Which interface type allows packets to be dropped? 
 
A. passive 
B. inline 
C. ERSPAN 
D. TAP 
 
Correct Answer: B 
 
 
QUESTION 21 
Which two deployment types support high availability? (Choose two.) 
 
A. transparent 
B. routed 
C. clustered 
D. intra-chassis multi-instance 
E. virtual appliance in public cloud 
 
Correct Answer: AB 
 
 
QUESTION 22 
With Cisco Firepower Threat Defense software, which interface mode must be configured to 
passively receive traffic that passes through the appliance? 
 
A. inline set 
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B. passive 
C. routed 
D. inline tap 
 
Correct Answer: B 
 
 
QUESTION 23 
A network security engineer must replace a faulty Cisco FTD device in a high availability pair. 
Which action must be taken while replacing the faulty unit? 
 
A. Shut down the Cisco FMC before powering up the replacement unit. 
B. Ensure that the faulty Cisco FTD device remains registered to the Cisco FMC. 
C. Unregister the faulty Cisco FTD device from the Cisco FMC 
D. Shut down the active Cisco FTD device before powering up the replacement unit. 
 
Correct Answer: C 
 
 
QUESTION 24 
Which protocol establishes network redundancy in a switched Firepower device deployment? 
 
A. STP 
B. HSRP 
C. GLBP 
D. VRRP 
 
Correct Answer: A 
 
 
QUESTION 25 
When deploying a Cisco ASA Firepower module, an organization wants to evaluate the contents 
of the traffic without affecting the network. It is currently configured to have more than one 
instance of the same device on the physical appliance Which deployment mode meets the needs 
of the organization? 
 
A. inline tap monitor-only mode 
B. passive monitor-only mode 
C. passive tap monitor-only mode 
D. inline mode 
 
Correct Answer: A 
 
QUESTION 26 
Which Cisco Firepower Threat Defense, which two interface settings are required when 
configuring a routed interface? (Choose two.) 
 
A. Redundant Interface 
B. EtherChannel 
C. Speed 
D. Media Type 
E. Duplex 
 
Correct Answer: CE 
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QUESTION 27 
What is the difference between inline and inline tap on Cisco Firepower? 
 
A. Inline tap mode can send a copy of the traffic to another device. 
B. Inline tap mode does full packet capture. 
C. Inline mode cannot do SSL decryption. 
D. Inline mode can drop malicious traffic. 
 
Correct Answer: A 
 
 
QUESTION 28 
A network administrator notices that remote access VPN users are not reachable from inside the 
network. It is determined that routing is configured correctly, however return traffic is entering the 
firewall but not leaving it What is the reason for this issue? 
 
A. A manual NAT exemption rule does not exist at the top of the NAT table. 
B. An external NAT IP address is not configured. 
C. An external NAT IP address is configured to match the wrong interface. 
D. An object NAT exemption rule does not exist at the top of the NAT table. 
 
Correct Answer: A 
 
 
QUESTION 29 
Which two statements about bridge-group interfaces in Cisco FTD are true? (Choose two.) 
 
A. The BVI IP address must be in a separate subnet from the connected network. 
B. Bridge groups are supported in both transparent and routed firewall modes. 
C. Bridge groups are supported only in transparent firewall mode. 
D. Bidirectional Forwarding Detection echo packets are allowed through the FTD when using bridge-

group members. 
E. Each directly connected network must be on the same subnet. 
 
Correct Answer: BE 
 
 
 
 
 
QUESTION 30 
What is the result of specifying of QoS rule that has a rate limit that is greater than the maximum 
throughput of an interface? 
 
A. The rate-limiting rule is disabled. 
B. Matching traffic is not rate limited. 
C. The system rate-limits all traffic. 
D. The system repeatedly generates warnings. 
 
Correct Answer: B 
 
 
QUESTION 31 
In which two places can thresholding settings be configured? (Choose two.) 
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