Download Full Version 300-425 Exam Dumps(Updated in Feb/2023)

higher data rates than laptops
fewer antennas than laptops
no support for 802.11r

lower data rates than laptops

moow

Correct Answer: BC

QUESTION 35
Which three pieces of equipment are needed to conduct a fully measured wireless survey?
(Choose three.)

PoE battery
spirit level
access point
tall tripod

goggles
ladder

Tmoowr

Correct Answer: ACD

QUESTION 36

A wireless engineer is hired to design a network for a technology company. The company
campus has four buildings and a warehouse with access points that provide full wireless
coverage as well as a pair of WLCs located in the core of the network. Which type of wireless
architecture is being used?

A. unified deployment

B. autonomous deployment
C. centralized deployment

D. distributed deployment

Correct Answer: C

QUESTION 37

An engineer has performed a predictive site survey for high-speed data and voice in an indoor
office. What is the recommended data rate with -67 dBm signal level for optimal VoWLAN
design?

A. 6 Mbps on 802.11 bgn
B. 24 Mbps on 802.11 bgn
C. 12 Mbps on 802.11 an
D. 24 Mbps on 802.11 an

Correct Answer: B

QUESTION 38

A wireless engineer is designing a wireless network to support real-time applications over
wireless. Which IEEE protocol mus the engineer enable on the WLC so that the number of
packets that are exchanged between an access point and client are reduced and fast roaming
occurs?

A. 802.11w
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B. 802.11r
C. 802.11i
D. 802.11k

Correct Answer: D

QUESTION 39
A wireless engineer must optimize RF performance for multiple buildings with multiple types of
construction and user density. Which two actions must be taken? (Choose two.)

Configure FlexConnect groups for each building.
Configure WMM profiles for each building.
Configure AP groups for each area type.
Configure RF profiles for each area type.
Enable DTPC on the network.

moowy

Correct Answer: CD

QUESTION 40

An engineer must ensure that the new wireless LAN deployment can support seamless roaming
between access points using a standard based on an amendment to the 802.11 protocol. Which
protocol must the engineer select?

A. 802.11i
B. 802.11ac
C. 802.11r
D. 802.11e

Correct Answer: C

QUESTION 41
A technician connects a Cisco Aironet 3700 Series access point to a switch and realizes that the
AP is coming up with 3x3 MIMO. Which reason explains this behavior?

A. Aredundant power supply is unavailable on the switch.
B. The switch is 802.3af capable.

C. The AP is getting power from a power injector.

D. The switch is PoE+ capable.

Correct Answer: D

QUESTION 42

An engineer has configured guest anchoring for a newly created SSD however, the mobility
tunnels are not up, and EPING is failing from the foreign WLC to the anchor WLC. Which traffic
flow must be allowed at the firewall to enable the communication?

A. UDP port 16666
B. IP protocol 97
C. UDP port 97

D. TCP port 97
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Correct Answer: A

QUESTION 43
A high-density wireless network is designed. Which Cisco WLC configuration setting must be
incorporated in the design to encourage clients to use the 5 GHz spectrum?

A. Band Select

B. RRM

C. Cisco Centralized Key Management
D. load balancing

Correct Answer: A
QUESTION 44

A customer is concerned about mesh backhaul link security. Which level of ecnryption does the
backhaul link use?

A. hash
B. AES
C. WEP
D. 3DES

Correct Answer: B

QUESTION 45

A university is in the process of designing a wireless network in an auditorium that seats 500
students and supports student laptops. Which design methodology should the university
implement in the auditorium?

A. roaming design model

B. voice design model

C. location design model

D. high-density design model

Correct Answer: B

QUESTION 46

An engineer is designing a wireless network that will support many different types of wireless
clients. When conducting the survey, which client must be used to ensure a consistent
experience for all of the wireless clients?

A. the client that has the highest RF properties
B. the client that is used most by the company
C. the client that is used least by the company
D. the client with the worst RF characteristics

Correct Answer: B
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QUESTION 47

A wireless engineer is designing a wireless network for a warehouse using access points with
internal antennas. Which two elements have a negative effect on the wireless users? (Choose
two.)

wireless channels
access point height
client authentication
client authorization
absorption

moowy

Correct Answer: BE

QUESTION 48

A customer has two Cisco 550B WLCs that manage all the access points in their network and
provide N+1 redundancy and load balancing. The primary Cisco WLC has 60 licenses and the
secondary Cisco WLC has 40. The customer wants to convert the N+1 model to an HA model
and provide SSO. Configuration must be performed during a maintenance window. After
performing all the configurations on both controllers, the config redundancy unit secondary
command is issued on the secondary Cisco WLC and it fails. Which parameter needs to be in
place to complete the configuration?

A. Acable in the RP port

B. The secondary Cisco WLC needs a minimum of 50 base licenses
C. The primary Cisco WLC is already set as the secondary unit.

D. SSO needs to be enabled

Correct Answer: B

QUESTION 49

An engineer has deployed a group of APs in an auditorium and notices that the APs are showing
high cochannel interference. Which profile can be used to adjust the parameters for these high-
density APs?

A. QoS profile
B. AVC profile
C. RF profile
D. ISE profile

Correct Answer: A

QUESTION 50

An engineer must create data link redundancy for the company's Cisco Wireless LAN controller.
The engineer has decided to configure LAG-based redundancy instead of port-based
redundancy. Which three features of LAG-based redundancy influenced this decision? (Choose
three.)

Packets are always sent out on the same port they are received on.
All interface traffic passes as long as one port is up.

The same port has multiple untagged dynamic interfaces.

Interface connection to two separate nonstacked switches is available.

oow>
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E. Full bandwidth of all links is available.
F. Ports are grouped into multiple LAGs.

Correct Answer: ABF

QUESTION 51

Multiple WLCs are implemented in a high-availability configuration in a mobility group. APs are
deployed with only a primary controller assigned. By default, which mobility group member
controller do the orphaned Aps join in the event of a failed controller?

A. controller with the most available AP free license capacity

B. controller with the lowest percent of associated APs per license capacity
C. controller with the least CPU utilization over the last reporting period

D. controller with the least number of associated APs

Correct Answer: D
QUESTION 52

Refer to the exhibit. What is the main reason why the Wi-Fi design engineer took a different
approach than installing the APs in the offices, even though that installation provides better

coverage?
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B. transmit power considerations
C. antenna gain

D. power supply considerations

Correct Answer: B

QUESTION 53

A wireless engineer is performing a post verification of a wireless network. Which two metrics
does the engineer verify to ensure that the wireless network can support voice services? (Choose
two.)

A. The coverage area must have a noise floor that does not exceed -87 dBm.
B. The client device must have at least an -67 dBm RSSI.
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