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QUESTION 1 
What is the recommended cell overlap when designing a wireless network for Cisco 
Hyperlocation? 
 
A. 20% 
B. 30% 
C. 40% 
D. 50% 
 
Correct Answer: A 
 
 
QUESTION 2 
Which CLI command does an engineer use to validate that the redundancy peer of a Stateful 
Switchover pair of controllers is up and connected? 
 
A. rping 
B. ping 
C. eping 
D. mping 
 
Correct Answer: B 
 
 
QUESTION 3 
An engineer must decide the cell overlap for a wireless voice deployment. Which Cisco 
measurement recommendation should be considered? 
 
A. The edge of the cell should be -67 dBm. 
B. The edge of the cell should be below 35 RSSI. 
C. The measurement should be done on the 2.4-GHz band. 
D. One AP should be deployed per 3000 square feet. 
 
Correct Answer: A 
 
 
QUESTION 4 
Which UDP port numbers are used for exchange mobility packets in an AireOS wireless 
deployment? 
 
A. UDP 16666 for control plane, EoIP (IP protocol 97) for data plane 
B. UDP 16668 for control plane, UDP 16667 for data plane 
C. UDP 16667 for control plane, UDP 16666 for data plane 
D. UDP 16666 for control plane, UDP 16667 for data plane 
 
Correct Answer: D 
 
 
QUESTION 5 
Which statement about AP failover priority for access points when configured with priority 1 or 4 is 
true? 
 
A. When configured with priority 1, the access point is assigned with the highest priority level and it is 

marked as critical. This access point fails over before other access points with the lower priority 
when there is primary controller failure. 
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B. When configured with priority 4, the access point is assigned with the highest priority level and it is 
marked as critical. This access point fails over before other access points with the lower priority 
when there is primary controller failure. 

C. When configured with priority 4, the access point is assigned with the lowest priority level and it is 
marked as low. This access point fails over after other access points with the higher priority when 
there is primary controller failure. 

D. When configured with priority 1, the access point is assigned with the medium priority level and it 
is marked as medium. This access point fails over after other access points with the higher priority 
when there is primary controller failure. 

 
Correct Answer: B 
 
 
QUESTION 6 
As part of a wireless site survey in a hospital, an engineer needs to identify potential Layer 1 
interferers. In which two areas is the engineer most likely to find sources of 2.4 GHz and 5 GHz 
RF noise? (Choose two.) 
 
A. magnetic resonance imaging 
B. kitchen 
C. Gamma Knife radiation treatment 
D. X-ray radiography 
E. patient room 
 
Correct Answer: BE 
 
 
QUESTION 7 
A wireless network consultant must assess an existing wireless LAN controller. Which section 
must the consultant check before replacing the old APs with APs that are IEEE 802.11ac-
capable? 
 
A. number of AP licenses 
B. controller PSU 
C. throughput capacity 
D. software version 
 
Correct Answer: A 
 
 
QUESTION 8 
A rapidly expanding company has tasked their network engineer with wirelessly connecting a new 
cubicle area with Cisco workgroup bridges until the wired network is complete. Each of 42 new 
users has a computer and VoIP phone. How many APs for workgroup bridging must be ordered 
to keep cost at a minimum while connecting all devices? 
 
A. 4 
B. 5 
C. 6 
D. 7 
 
Correct Answer: A 
 
 
QUESTION 9 

http://www.ensurepass.com/300-425.html
http://www.ensurepass.com/300-425.html
http://www.ensurepass.com/300-425.html


Download Full Version 300-425 Exam Dumps(Updated in Feb/2023)

300-425 Exam Dumps   300-425 PDF Dumps   300-425 VCE Dumps   300-425 Q&As 

https://www.ensurepass.com/300-425.html

A network engineer is working on a design for a wireless network that must support data, voice, 
and location services. To support these services, which access point placement must the 
engineer use? 
 
A. corner only 
B. perimeter and corner 
C. perimeter only 
D. indoor and outdoor 
 
Correct Answer: C 
 
 
QUESTION 10 
An engineer has successfully configured high availability and SSO using two Cisco 5508 Wireless 
LAN Controllers. The engineer can access the Active Primary WLC, but the Secondary Standby 
WLC is not accessible. Which two methods allow access to the standby unit? (Choose two.) 
 
A. via the console connection 
B. SSH to the redundancy management interface of the primary WLC 
C. SSH to the service port interface 
D. SSH to the virtual interface of the secondary WLC 
E. SSH to the management interface of the primary WLC 
 
Correct Answer: AC 
 
 
QUESTION 11 
An engineer must create data-link redundancy for the company's Cisco Wireless LAN Controller. 
The engineer has decided to configure LAG-based redundancy instead of port-based 
redundancy. Which three features of LAG-based redundancy influenced this decision? (Choose 
three.) 
 
A. Packets are always sent out on the same port they are received on. 
B. All interface traffic passes as long as one port is up. 
C. The same port has multiple untagged dynamics interfaces. 
D. Interface connection to two separate nonstacked switches is available. 
E. Full bandwidth of all links is available. 
F. Ports are grouped into multiple LAGs. 
 
Correct Answer: ABF 
 
 
QUESTION 12 
Clustering Cisco WLCs into a single RF group enables the RRM algorithms to scale beyond the 
capabilities of a single Cisco WLC. How many WLC and APs in an RF group can the controller 
software scale up to in WLC release 8.9 depending on the platform? 
 
A. up to 20 WLCs and 1000 APs 
B. up to 20 WLCs and 3000 APs 
C. up to 20 WLCs and 4000 APs 
D. up to 20 WLCs and 6000 APs 
 
Correct Answer: D 
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QUESTION 13 
A company wants to replace its existing PBX system with a new VoIP System that will include 
wireless IP phones. The CIO has concerns about whether the company's existing wireless 
network can support the new system. Which tool in Cisco Prime can help ensure that the current 
network will support the new phone system? 
 
A. Location Readiness 
B. Site Calibration 
C. Map Editor 
D. Voice Readiness 
 
Correct Answer: D 
 
 
QUESTION 14 
An engineer must speed up the reauthentication delays that are being experienced on the 
wireless infrastructure by deploying a key-caching mechanism. Which mechanism must be 
configured? 
 
A. PEAP 
B. FT 
C. PMF 
D. GTK-randomization 
 
Correct Answer: B 
 
 
QUESTION 15 
A wireless engineer is utilizing the voice readiness tool in Cisco Prime for a customer that wants 
to deploy Cisco IP phones. Which dBm range is the network inspected against? 
 
A. -78 to -65 dBm 
B. -72 to -67 dBm 
C. -85 to -65 dBm 
D. -85 to -67 dBm 
 
Correct Answer: D 
 
 
QUESTION 16 
An engineer is designing a wireless deployment for a university auditorium. Which two features 
can be used to help deal with the issues introduced by high AP count? (Choose two.) 
 
A. TSPEC 
B. RXSOP 
C. TPC 
D. LSS 
E. DFS 
 
Correct Answer: CE 
 
 
QUESTION 17 
A company has 10 access point licenses available on their backup Cisco WLC and their primary 
Cisco WLC is at full capacity, 5 access points are set to high failover priority and 7 access points 
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