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QUESTION 34

A certificate profile set to AUTO will expire in 2 days and no new certificates are being renewed.
Which certificate template configuration can an administrator modify to start renewing these
certificates sooner?

A. Set or lower the certificate the private key length.
B. Set orincrease the certificate revocation period.
C. Setor lower the certificate revocation period.

D. Set orincrease the certificate auto renewal period.

Correct Answer: D

QUESTION 35
Which component can use an AirWatch generated certificate for Inbound SSL Traffic?

A. VMware Tunnel

B. VMware Secure Email Gateway
C. AirWatch Cloud Connector

D. Reverse Proxy

Correct Answer: A

QUESTION 36

An administrator is concerned with data loss on Workspace ONE managed endpoints. Which
three configurations should be enabled to further improve the device security posture? (Choose
three.)

Enable verbose logging.

Configure compliance policies to monitor rooted and jailbroken devices.
Enable SMTP integration.

Enable Data Loss Prevention policies.

Enable device-level data encryption.

Configure compliance policies to monitor Roaming Cell Data Usage.

Tmoow>

Correct Answer: BDE

QUESTION 37

A Workspace ONE UEM SaaS environment is no longer synchronizing new users with Active
Directory. All configuration settings are correct and the users and groups are mapped properly in
the console. Which integration server should be checked for connectivity issues?

A. Secure Email Gateway

B. Unified Access Gateway
C. Device Services Server

D. AirWatch Cloud Connector
Correct Answer: B

QUESTION 38
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Which three internal applications are supported by Workspace ONE UEM 20.017? (Choose three.)

.ipa
.apk
.msi
.msix
-ppkg
.app

mTmoow>

Correct Answer: ABC

QUESTION 39
The CEO has informed a Workspace ONE administrator an important recurring report was not
received inemail. Where can the administrator review report status?

A. Monitor > Reports & Analytics > Reports > Subscriptions
B. Monitor > Reports & Analytics > Export

C. Monitor > Error Reporting > Subscription Errors

D. Monitor > Admin Panel > Error Reporting

Correct Answer: A

QUESTION 40
Which is used to authenticate and encrypt traffic from individual applications on compliant devices
to internal resources?

A. Email Notification Service

B. Device Compliance

C. Workspace ONE Intelligence
D. VMware Tunnel

Correct Answer: D

QUESTION 41
Which configuration allows an administrator to create personalized reporting in Workspace ONE
UEM Console?

A. Workspace ONE UEM Reporting

B. Workspace ONE Intelligence Custom Reporting
C. Workspace ONE UEM Custom Reporting

D. Workspace ONE Intelligence Widgets

Correct Answer: B
QUESTION 42
What use case is the Workspace ONE Assist unattended mode application recommended for?

A. CORP Kiosk Devices
B. BYO User Devices
C. BYO Kiosk Devices
D. COPE User Devices

Correct Answer: A
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QUESTION 43
When using Workspace ONE 20.01 and higher, which three ways can an administrator using
UEM automatically move devices into specified organization groups? (Choose three.)

A. device ownership mappings
B. user group mappings

C. location based mappings

D. device type mappings

E. IP-based mappings

Correct Answer: ABD

QUESTION 44
Which two preconfigured automation templates categories are available in Workspace ONE
20.01? (Choose two.)

Workspace ONE UEM
Bitnami

Pivotal

Workspace ONE Access
Carbon Black

moow>

Correct Answer: AE

QUESTION 45
Which two configuration steps must be performed when managing iOS devices? (Choose two.)

Obtain an iCloud Account.

Obtain an Apple Developer ID.
Obtain an Apple ID.

Obtain an Apple Server Certificate.
Obtain an APNS certificate.

moow>»

Correct Answer: CE

QUESTION 46
Which underlying technology does Workspace ONE Access use to collect Workspace ONE UEM
device information?

A. SOAP API

B. REST API

C. AirWatch Cloud Connector (ACC)

D. Security Assertion Markup Language (SAML)

Correct Answer: B
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QUESTION 47
Which is required to deliver a Check In, Check Out experience on an Android Device?

A. Enable VMware Workspace ONE Intelligence.

B. Deliver Launcher profile to the end-user.

C. Use a basic user as a staging account.

D. Block open enrollment into Workspace ONE UEM.

Correct Answer: B

QUESTION 48
Which three security technologies in Workspace ONE ensure endpoint data loss prevention on
devices? (Choose three.)

The device is encrypted.

The device is made FIPs compliant.

The device user's directory password rotation policy is applied.
The device is monitored with real time threat detection.

The device has a compliant passcode.

moow>»

Correct Answer: ABD

QUESTION 49
Which two settings are configurable in a macOS disk encryption profile? (Choose two.)

FileVault Enterprise Certificate
Maximum Battery Level

TPM License Key

Recovery Key Type
Administrator Password Policy

moow>»

Correct Answer: AD

QUESTION 50

An organization has a split network comprised of a DMZ and an internal network. Which
Workspace ONE UEM edge service does VMware recommend to be deployed within the
organization's internal network?

A. VMware Unified Access Gateway with (VMware Tunnel Back-End)
B. VMware Unified Access Gateway with (VMware Tunnel Proxy)

C. VMware Unified Access Gateway with (VMware Tunnel Front-End)
D. VMware Unified Access Gateway with (SEG v2)

Correct Answer: A
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QUESTION 51

IT management has announced all traffic from the DMZ will be blocked unless it passes through a
newly configured proxy, effective immediately. Administrators notice that SEGv2 is unable to
contact the Workspace ONE API server. Which configuration will the administrators need to
amend and apply to the SEGv2 servers?

A. inbound proxy
B. SSL offloading
C. KCD integration
D. outbound proxy

Correct Answer: D
QUESTION 52

When creating third party identity providers in Workspace ONE Access, which two SAML
assertion components can be used to identify the user? (Choose two.)

A. SAML EntitylD
B. SAML Attribute
C. SAML Issuer
D. SAML NamelD
E.

SAML Signature

Correct Answer: BD

QUESTION 53

An administrator is tasked with determining the root cause for a recent outage where devices
were not able to authenticate. An investigation revealed a single AirWatch Cloud Connector
(ACC) server that had a disk error which caused it to be completely unresponsive. Which VMware
resiliency recommendation would have prevented this outage?

A. Disaster Recovery
B. Restart ACC

C. Cloud Hosted ACC
D. High Availability

Correct Answer: D

QUESTION 54
Which three options are supported by Workspace ONE Access? (Choose three.)

unified application catalog
conditional access
Per-App VPN

network segmentation
encryption

Mobile SSO

Tmoow>

Correct Answer: ABF

QUESTION 55
An administrator is configuring the on-premises auxiliary components for a first time
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