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technician perform to ensure the data is removed completely? 
 
A. Degaussing 
B. Standard format 
C. Overwrite 
D. Low-level format 
 
Correct Answer: D 
 
 
QUESTION 114 
Which of the following Windows Enterprise OS version Offers BitLocker as a feature that can be 
enabled? 
 
A. Windows 7 
B. Windows 8 
C. Windows 8.1 
D. Windows 10 
 
Correct Answer: A 
 
 
QUESTION 115 
A user is requesting a solution that will prevent file corruption and ensure a graceful shutdown 
while providing at least one hour of uptime in case of extreme weather conditions. Which of the 
following should a technician recommend? 
 
A. Uninterruptible power supply 
B. Surge protector 
C. Power strip 
D. Power distribution unit 
 
Correct Answer: A 
 
 
QUESTION 116 
Ann, a user, calls a technician and reports that her PC will not boot. The technician confirms the 
memory, power supply, and monitor are all working. The technician runs internal diagnostics on 
the PC, but the hard drive is nor recognized. Which of the following messages will be displayed? 
 
A. NTLDR not found 
B. No boot device available 
C. Operating system not found 
D. BIOS ROM checksum error 
 
Correct Answer: B 
 
 
QUESTION 117 
A wireless access point is going to be configured in a small office located in a crowded building. 
Which of the following should the installation technician perform to increase the security of the 
wireless network? (Select two.) 
 
A. Reduce the transmit power 
B. Reduce the channel availably 
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C. Disable the DHCP server 
D. Enable QoS management 
E. Disable the SSID broadcast 
F. Implement WPA encryption 
 
Correct Answer: AE 
 
 
QUESTION 118 
A small business has an open wireless network so vendors can connect to the network without 
logging in. The business owners are concerned that a nearby company is connecting and using 
the wireless connection without permission. If the small business requires that the network remain 
open, which of the following configuration settings should be changed to address these 
concerns? 
 
A. Default SSID 
B. MAC filtering 
C. Power levels 
D. Content filtering 
E. Firewall 
 
Correct Answer: C 
 
 
QUESTION 119 
A systems administrator needs to add security to the server room. Which of the following would 
provide the BEST security for the room? (Choose two.) 
 
A. Universal serial bus locks 
B. Personal identity verification cards 
C. Privacy screen 
D. Entry control roster 
E. Door locks 
F. Privacy window 
 
Correct Answer: EF 
 
 
QUESTION 120 
After a security audit, a technician is tasked with implementing new measures to help secure 
company workstations. The new policy states that all workstations must be signed off at night, a 
password is necessary to boot the computer, and encryption must be enabled. Which of the 
following features should the technician implement to BEST meet these requirements? (Choose 
three.) 
 
A. Screen locks 
B. Screensaver passwords 
C. UEFI passwords 
D. Login time restrictions 
E. Strong passwords 
F. Multifactor authentication 
G. BitLocker 
H. Credential Manager 
I. Smart card 
J. Biometric authentication 
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Correct Answer: ABG 
 
 
 
 
QUESTION 121 
A user who is running Windows XP calls a technician to upgrade the computer to a newer 
Windows OS. The user states the computer has only 1GB of RAM and 16GB of hard drive space 
with a 1.7GHz processor. Which of the following OSs should the technician recommended to 
ensure the BEST performance on this computer? 
 
A. Windows 7 
B. Windows 8 
C. Windows 8.1 
D. Windows 10 
 
Correct Answer: D 
 
 
QUESTION 122 
A technician has been asked to recommend antivirus software for a home PC, but the user does 
not want to pay for a license. Which of the following license type should the technician 
recommend? 
 
A. Open license 
B. Personal license 
C. Corporate license 
D. Enterprise license 
 
Correct Answer: A 
 
 
QUESTION 123 
A user reports malware activity on an isolated workstation used for testing It is running an end-of-
life OS. and a USB drive is the only method used to transfer files After removing the malware and 
replacing the USB drive with a brand new one. the technician gives the approval to use the 
equipment. The next day the user reports the same malware activity is present after powering on 
the system Which of the following did the technician forget to do to prevent reinfection? 
 
A. Connect to the network and update the OS with the latest security patches 
B. Scan and dean the USB device used to transfer data from the equipment 
C. Disable System Restore and remove all restore points from the system 
D. Update the local antivirus and set it to scan automatically every evening 
 
Correct Answer: D 
 
 
QUESTION 124 
Which of the following encryption methods is used by WPA2 to improve data security as 
compared to previous wireless encryption protocols? 
 
A. AES 
B. TKIP 
C. S/MIME 
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D. 3DES 
 
Correct Answer: A 
 
QUESTION 125 
A user reports that a cell phone application is loading slowly and not functioning properly Which 
of the following should a technician do FIRST to remedy this issue? 
 
A. Remove and reinstall the application. 
B. Hard reset the cell phone. 
C. Reconnect the wireless network connection 
D. Close all running applications 
 
Correct Answer: D 
 
 
QUESTION 126 
A user's Windows laptop has become consistently slower over time. The technician checks the 
CPU utilization and sees that it varies between 95% and 100%. After the technician closes some 
running applications, the CPU utilization drops to approximately 20%, and the laptop runs much 
faster. The next day the same user calls again with the same problem. Which of the following is a 
tool the technician can use to resolve the issue? 
 
A. Task Manager 
B. MSTSC 
C. MSConfig 
D. PerfMon 
 
Correct Answer: A 
 
 
QUESTION 127 
Joe, a user, reports that several of his colleagues have received a suspicious email from his 
account that he did not send. A technician asks one of the colleagues to forward the email for 
inspection. After ruling out spoofing, the technician verifies the email originated from the 
corporate email server. Which of the following is the FIRST step the technician should take to 
correct this issue? 
 
A. See if Joe's email address has been blacklisted 
B. Change the password on Joe's email account 
C. Update the antivirus and perform a full scan on the PC 
D. Isolate Joe's computer from the network 
 
Correct Answer: D 
 
 
QUESTION 128 
Ann. an external user, has received several calls from a company asking why she has been 
sending the company communications with internal users' names in the "from" field. Ann calls a 
technician and explains she has not been sending any communications and would like this issue 
fixed The technician investigates and determines the PC is not infected with any viruses or 
malware. Which of the following should the technician check NEXT? 
 
A. Hijacked email 
B. DNS entries 
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C. Hosts file 
D. POP3 errors 
Correct Answer: A 
 
 
QUESTION 129 
Which of the following should be enacted to reduce a company's liability and exposure to a 
potential lawsuit? 
 
A. Acceptable use policy 
B. Incident documentation policy 
C. Password compliance policy 
D. Change control policy 
 
Correct Answer: A 
 
 
QUESTION 130 
Which of the following is the maximum RAM limit of a Windows 32-bit version? 
 
A. no limit 
B. 4GB 
C. 8GB 
D. 32GB 
 
Correct Answer: B 
 
 
QUESTION 131 
Which of the following user types should be used in a Windows environment to grant Internet 
access without allowing the permanent storage of files on the system? 
 
A. Local Administrator 
B. Standard User 
C. Power User 
D. Guest User 
 
Correct Answer: D 
 
 
QUESTION 132 
A SOHO technician recently moved some data from one server to another to increase storage 
capacity. Several users are now reporting they cannot access certain shares on the network. 
When the users attempt to access the shares, they get the following error: Access Denied. The 
technician confirms the users are all in the proper security groups and have the proper access, 
but they are still unable to access the shares. Which of the following are the MOST likely reasons 
for these issues? (Select two.) 
 
A. Administrative share permissions 
B. Mapped drives 
C. Group Policy hours restriction 
D. Denied write/delete permissions 
E. Disabled proxy settings 
 
Correct Answer: BD 
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