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Correct Answer: D 
 
 
QUESTION 57 
A new company policy states that all end-user access to network resources will be controlled 
based on the users' roles and responsibilities within the organization. Which of the following 
security concepts has the company just enabled? 
 
A. Certificates 
B. Least privilege 
C. Directory permissions 
D. Blacklists 
 
Correct Answer: B 
 
 
QUESTION 58 
A company brings in contractors several times a year to perform inventory, and the contractors 
use company supplied laptops. The company's security policy states that once the inventory is 
completed, the contractors should not be able to log in to the laptops until the next inventory. 
Which of the following BEST enforces this policy? 
 
A. Delete the user accounts 
B. Disable the user accounts 
C. Restrict the user accounts 
D. Reset the user accounts 
Correct Answer: B 
 
 
QUESTION 59 
Which of the following security methods BEST describes when a user enters a username and 
password once for multiple applications? 
 
A. SSO 
B. Permission propagation 
C. Inheritance 
D. MFA 
 
Correct Answer: A 
 
 
QUESTION 60 
A user has reported that a computer is running extremely slow when opening applications. A 
technician checks the computer and needs to verify memory utilization. Which of the following 
tools should the technician use to begin troubleshooting the issue? 
 
A. Task Scheduler 
B. Device Manager 
C. Drive Status 
D. Performance 
 
Correct Answer: D 
 
 
QUESTION 61 
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A technician is in the process of upgrading Windows 8 to Windows 10. The technician needs to 
make sure all of the applications, user profiles, documents, and PST files are preserved. Which of 
the following methods would the technician MOST likely perform on the computer? 
 
A. Unattended installation 
B. Refresh upgrade 
C. Clean installation 
D. In-place upgrade 
 
Correct Answer: B 
 
 
QUESTION 62 
A user notices recent print jobs are not printing to the local printer despite printing fine yesterday. 
There are no errors indicated on the taskbar printer icon. Which of the following actions should 
the user take FIRST? 
 
A. Check to ensure the printer selected is the default printer 
B. Check the status of the print server queue 
C. Cancel all documents and print them again 
D. Check that the printer is not offline print mode 
 
Correct Answer: B 
 
QUESTION 63 
A corporate network was recently infected by a malicious application on a flash drive that 
downloaded sensitive company files and injected a virus, which spread onto the network. Which 
of the following best practices could have prevented the attack? 
 
A. Implementing strong passwords 
B. Changing default credentials 
C. Disabling AutoRun 
D. Removing Guest account 
E. Encrypting data 
 
Correct Answer: C 
 
 
QUESTION 64 
A user's mobile device appears to be losing battery life rapidly and often feels warm to the touch, 
even when it is put away. 
 
The device is relatively new, so the user is concerned it is defective. A technician inspects the 
device and see the following: 
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Which of the following should be changed to resolve this issue? 
 
A. Privacy - Maps 
B. Display - Brightness 
C. Storage - Photos 
D. Mail - Work 
 
Correct Answer: B 
 
 
QUESTION 65 
A technician has set up a new computer for a customer and needs to add a login with 
administrative privileges. Which of the following tools should the technician use? 
 
A. Component Services 
B. System Configuration 
C. Security Policy 
D. Local Users and Groups 
 
Correct Answer: D 
 
 
QUESTION 66 
A small business has an open WiFi network for employees but does not want customers to 
connect to the access point. A technician has been dispatched to address the business's 
concerns. Which of the following configuration settings should the technician change to satisfy the 
requirements of the business? (Select two.) 
 
A. Default SSID 
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B. MAC filtering 
C. NAT 
D. QoS 
E. Signal strength 
F. Encryption 
 
Correct Answer: BE 
 
 
QUESTION 67 
A technician is setting up a kiosk. The technician needs to ensure the kiosk is secure and users 
will have access to only the application needed for customer interaction. The technician must also 
ensure that whenever the computer is rebooted or powered on it logs on automatically without a 
password. Which of the following account types would the technician MOST likely set up on this 
kiosk machine? 
 
A. Guest 
B. Administrator 
C. Power User 
D. Remote Desktop User 
 
Correct Answer: A 
 
 
QUESTION 68 
Which of the following Windows OS technologies is used to store remote data accessed via a 
WAN connection on local servers for user access? 
 
A. BranchCache 
B. Swap partition 
C. Domain access 
D. Proxy server 
 
Correct Answer: A 
 
 
QUESTION 69 
A SOHO user reports desktop applications are performing slowly, and no emails have been 
received all morning. A technician remotes in and determines Internet pages' load slowly or not at 
all, CPU performance is normal, and the local router can successfully ping. The remote 
connection drops periodically. Which of the following steps should the technician take NEXT to 
resolve the problem? 
 
A. Reboot into safe mode, uninstall the latest OS update, and run a repair on the OS 
B. Update the antivirus software, run an antivirus scan, verify the browser settings, and check all 

email settings 
C. Reboot to BIOS setup, verify the TPM is enabled, and start a System Restore from safe mode 
D. Send a test email, open a command prompt to check the file system, and empty the browser 

cache 
 
Correct Answer: B 
 
 
QUESTION 70 
A user's smartphone is making the camera shutter noise even when the user is not taking 
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pictures. When the user opens the photo album, there are no new pictures. Which of the following 
steps should be taken FIRST to determine the cause of the issue? 
 
A. Uninstall the camera application 
B. Check the application permissions 
C. Reset the phone to factory settings 
D. Update all of the applications on the phone 
E. Run any pending OS updates 
 
Correct Answer: B 
 
 
QUESTION 71 
In which of the following file extension types would a user expect to see the command. "net use 
T:\ \server\files'? 
 
A. .bat 
B. .vbs 
C. .js 
D. .py 
 
Correct Answer: A 
 
 
 
 
 
 
 
 
QUESTION 72 
A junior Linux system administrator needs to update system software. Which of the following shell 
commands would allow the administrator to gain the necessary permissions to update the 
software? 
 
A. sudo 
B. chmod 
C. grep 
D. pwd 
 
Correct Answer: A 
 
 
QUESTION 73 
A technician is setting up a SOHO wireless network for a healthcare office that does not have a 
server. The user requires the highest level of wireless security and various levels of desktop 
authentication to access cloud resources. Which of the following protocols and authentication 
methods should the technician implement? (Select two.) 
 
A. WPA 
B. WPA2 
C. WEP 
D. TKIP 
E. RADIUS 
F. Multifactor 
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