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C. 128
D. 192
E. 193

Correct Answer: E

QUESTION 83
Which network action occurs within the data plane?

A. compare the destination IP address to the IP routing table.

B. run routing protocols (OSPF, EIGRP, RIP, BGP)

C. make a configuration change from an incoming NETCONF RPC
D. reply to an incoming ICMP echo request

Correct Answer: A
QUESTION 84

Refer to the exhibit. If the network environment is operating normally, which type of device must
be connected to interface FastEthernet 0/17?

ip arp inspection vian 2-10
interface fastethernet 0/1
ip arp inspection trust

DHCP client
access point
router

PC

OO W

Correct Answer: C

QUESTION 85
Which command on a port enters the forwarding state immediately when a PC is connected to it?

A. switch
B. switch
C. switch
D. switch

config)#spanning-tree portfast default
config)#spanning-tree portfast bpduguard default
config-ify##spanning-tree portfast trunk
config-if)#no spanning-tree portfast

-

Correct Answer: C

QUESTION 86
What is a DHCP client?

a host that is configured to request an IP address automatically

a server that dynamically assigns IP addresses to hosts

a workstation that requests a domain name associated with its IP address
a rooter that statically assigns IP addresses to hosts

ooOw»
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Correct Answer: A

QUESTION 87
Which mode must be used to configure EtherChannel between two switches without using a
negotiation protocol?

A. on
B. auto
C. active

D. desirable

Correct Answer: A

Explanation:

The Static Persistence (or "on" mode) bundles the links unconditionally and no negotiation
protocol is used. In this mode, neither PAgP nor LACP packets are sent or received.

QUESTION 88

Which level of severity must be set to get informational syslogs?
A. alert

B. critical

C. notice

D. debug

Correct Answer: C

QUESTION 89
What is an advantage of Cisco DNA Center versus traditional campus device management?

A. It supports numerous extensibility options including cross-domain adapters and third-party SDKs.
B. It supports high availability for management functions when operating in cluster mode.

C. It enables easy autodiscovery of network elements m a brownfield deployment.

D. ltis designed primarily to provide network assurance.

Correct Answer: A

QUESTION 90

A network administrator is asked to configure VLANS 2, 3 and 4 for a new implementation. Some
ports must be assigned to the new VLANS with unused remaining. Which action should be taken
for the unused ports?

A. configure port in the native VLAN

B. configure ports in a black hole VLAN
C. configure in a nondefault native VLAN
D. configure ports as access ports

Correct Answer: B

QUESTION 91
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In software defined architectures, which plane is distributed and responsible for traffic forwarding?

A. management plane
B. control plane

C. policy plane

D. data plane

Correct Answer: D

QUESTION 92
Which two minimum parameters must be configured on an active interface to enable OSPFv2 to
operate? (Choose two)

OSPF area

OSPF MD5 authentication key
iPv6 address

OSPf process ID

OSPf stub flag

moowp

Correct Answer: AD

QUESTION 93
Which two components are needed to create an Ansible script that configures a VLAN on a
switch? (Choose two.)

A. cookbook
B. task

C. playbook
D. model

E. recipe

Correct Answer: CD

QUESTION 94
What is the primary purpose of a First Hop Redundancy Protocol?

It allows directly connected neighbors to share configuration information.

It allows a router to use bridge priorities to create multiple loop-free paths to a single destination.

the same link metric.
It reduces routing failures by allowing more than one router to represent itself, as the default
gateway of a network.

A
B.
C. It reduces routing failures by allowing Layer 3 load balancing between OSPF neighbors that have
D

Correct Answer: D

QUESTION 95
Which type of security program is violated when a group of employees enters a building using the
ID badge of only one person?

A. intrusion detection
B. user awareness
C. physical access control
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D. network authorization

Correct Answer: C

QUESTION 96
Refer to the exhibit. Which switch becomes the root bridge?

Bridge Priority: 32768
Mac: DD:DD:DD:DD:DD

Bridge Priority: 30000
Mac: CC:CC:CC:CC:CC:CC

Bridge Priority: 32768
Mac: AAAAAAAAAAAA ¢

Bridge Priority: 30000
Mac: BB:BB:BB:BB:BB:BB

A S1
B. S2
C. S3
D. S4

Correct Answer: B

QUESTION 97
How does QoS optimize voice traffic?

A. reducing bandwidth usage

B. by reducing packet loss

C. by differentiating voice and video traffic
D. by increasing jitter

Correct Answer: C

QUESTION 98

Refer to the exhibit. A network engineer must configured communication between PC A and the
File Server. To prevent interruption for any other communications, which command must be
configured?
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192.168.0.10/23 ' 192.168.1.20/23

PC A File Server

Gi0/1 GioN

Switch A
Switch A
Vlan 10,11,12,13

'I' ce ; Ll ) '.. [ € |

n lrrl GigabitEthernet0/] e ee——
switchport mode trunk i t mode trinl
switchport trunk allowed vlan 10-12| " U e
interface GigabitEthernet0/4 SR - FEES, h._!““rl_l';{

3 ) switchport access vlan 13
switchport access vlan 13
_:uﬁ.||-}|' rt "-,,j. access

switchport mode access

Switch trunk allowed vian 12

Switchport trunk allowed vlan none
Switchport trunk allowed vlan add 13
Switchport trunk allowed vlan remove 10-11

oow>

Correct Answer: C

QUESTION 99

An email user has been lured into clicking a link in an email sent by their company's security
organization. The webpage that opens reports that it was safe but the link could have contained
malicious code. Which type of security program is in place?

A. Physical access control
B. Social engineering attack
C. brute force attack

D. user awareness

Correct Answer: D

Explanation:

This is a training program which simulates an attack, not a real attack (as it says "The webpage
that opens reports that it was safe") so we believed it should be called a "user awareness"
program.Therefore the best answer here should be "user awareness". This is the definition
of"User awareness" from CCNA 200- 301 Offical Cert Guide Book:"User awareness: All users
should be made aware of the need for data confidentiality to protect corporate information, as well
as their own credentials and personal information. They should also be made aware of potential
threats, schemes to mislead, and proper procedures to report security incidents. " Note: Physical
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