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C. It immediately puts the port into the forwarding state when the switch is reloaded 
D. It immediately enables the port in the listening state 
 
Correct Answer: B 
Explanation: 
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3560/software/release/12-
2_55_se/configuration/guide/3560_scg/swstpopt.html 
 
 
QUESTION 54 
Which two protocols are supported on service-port interfaces? (Choose two.) 
 
A. RADIUS 
B. TACACS+ 
C. SCP 
D. Telnet 
E. SSH 
 
Correct Answer: DE 
Explanation: 
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-5/configuration-
guide/b_cg75/b_cg75_chapter_011110.html 
 
 
QUESTION 55 
Which configuration ensures that the switch is always the root for VLAN 750? 
 
A. Switch(config)#spanning-tree vlan 750 priority 38003685 
B. Switch(config)#spanning-tree vlan 750 root primary 
C. Switch(config)#spanning-tree vlan 750 priority 614440 
D. Switch(config)#spanning-tree vlan 750 priority 0 
 
Correct Answer: D 
Explanation: 
Although the spanning-tree vlan 10 root primary command will ensure a switch will have a bridge 
priority value lower than other bridges introduced to the network, the spanning-tree vlan 10 
priority 0 command ensures the bridge priority takes precedence over all other priorities. 
QUESTION 56 
What is a practice that protects a network from VLAN hopping attacks? 
 
A. Enable dynamic ARP inspection 
B. Configure an ACL to prevent traffic from changing VLANs 
C. Change native VLAN to an unused VLAN ID 
D. Implement port security on internet-facing VLANs 
 
Correct Answer: C 
 
 
QUESTION 57 
Refer to the exhibit. How does the router manage traffic to 192.168.12.16? 
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A. It selects the RIP route because it has the longest prefix inclusive of the destination address. 
B. It chooses the OSPF route because it has the longest prefix inclusive of the destination address. 
C. it load-balances traffic between all three routes 
D. It chooses the EIGRP route because it has the lowest administrative distance 
 
Correct Answer: A 
 
 
QUESTION 58 
An engineering team asks an implementer to configure syslog for warning conditions and error 
conditions. Which command does the implementer configure to achieve the desired result? 
 
A. logging trap 5 
B. logging trap 2 
C. logging trap 4 
D. logging trap 3 
 
Correct Answer: C 
 
 
QUESTION 59 
What mechanism carries multicast traffic between remote sites and supports encryption? 
 
A. ISATAP 
B. GRE over iPsec 
C. iPsec over ISATAP 
D. GRE 
 
Correct Answer: B 
 
 
 
 
QUESTION 60 
Which global command encrypt all passwords in the running configuration? 
 
A. password-encrypt 
B. enable password-encryption 
C. enable secret 
D. service password-encryption 
 
Correct Answer: B 
 
 
QUESTION 61 
What is the difference in data transmission delivery and reliability between TCP and UDP? 
 
A. TCP transmits data at a higher rate and ensures packet delivery. UDP retransmits lost data to 

ensure applications receive the data on the remote end. 
B. UDP sets up a connection between both devices before transmitting data. TCP uses the three-

way handshake to transmit data with a reliable connection. 
C. UDP is used for multicast and broadcast communication. TCP is used for unicast communication 

and transmits data at a higher rate with error checking. 
D. TCP requires the connection to be established before transmitting data. UDP transmits data at a 

higher rate without ensuring packet delivery. 
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Correct Answer: D 
 
 
QUESTION 62 
Two switches are connected and using Cisco Dynamic Trunking Protocol SW1 is set to Dynamic 
Desirable. What is the result of this configuration? 
 
A. The link is in a down state. 
B. The link is in an error disables state 
C. The link is becomes an access port. 
D. The link becomes a trunk port. 
 
Correct Answer: D 
 
 
QUESTION 63 
What is a network appliance that checks the state of a packet to determine whether the packet is 
legitimate? 
 
A. Layer 2 switch 
B. load balancer 
C. firewall 
D. LAN controller 
 
Correct Answer: C 
 
 
 
 
 
QUESTION 64 
What are two functions of a server on a network? (Choose two) 
 
A. achieves redundancy by exclusively using virtual server clustering 
B. runs applications that send and retrieve data for workstations that make requests 
C. handles requests from multiple workstations at the same time 
D. runs the same operating system in order to communicate with other servers 
E. housed solely in a data center that is dedicated to a single client 
 
Correct Answer: BC 
 
 
QUESTION 65 
DRAG DROP 
An engineer is configuring an encrypted password for the enable command on a router where the 
local user database has already been configured Drag and drop the configuration commands 
from the left into the correct sequence on the right Not all commands are used. 
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Correct Answer: 

 
 
 
QUESTION 66 
Which technology is used to improve web traffic performance by proxy caching? 
 
A. WSA 
B. Firepower 
C. ASA 
D. FireSIGHT 
 
Correct Answer: A 
 
 
QUESTION 67 
Which HTTP status code is returned after a successful REST API request? 
 
A. 200 
B. 301 
C. 404 
D. 500 
 
Correct Answer: A 
 
 
QUESTION 68 
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What causes a port to be placed in the err-disabled state? 
 
A. latency 
B. port security violation 
C. shutdown command issued on the port 
D. nothing plugged into the port 
 
Correct Answer: B 
Explanation: 
This mode is the default violation mode; when in this mode, the switch will automatically force the 
switchport into an error disabled (err-disable) state when a violation occurs. While in this state, 
the switchport forwards no traffic. The switchport can be brought out of this error disabled state by 
issuing the errdisable recovery cause CLI command or by disabling and reenabling the 
switchport. 
 
 
QUESTION 69 
Which access layer threat-mitigation technique provides security based on identity? 
 
A. Dynamic ARP Inspection 
B. using a non-default native VLAN 
C. 802.1x 
D. DHCP snooping 
 
Correct Answer: C 
 
 
QUESTION 70 
What is a function of Wireless LAN Controller? 
 
A. register with a single access point that controls traffic between wired and wireless endpoints. 
B. use SSIDs to distinguish between wireless clients. 
C. send LWAPP packets to access points. 
D. monitor activity on wireless and wired LANs 
Correct Answer: C 
Explanation: 
Lightweight APs (LAPs) is devices require no initial configuration. LAPs use the Lightweight 
Access Point Protocol (LWAPP) to communicate with a WLAN controller (WLC), as shown in the 
below figure. Controller-based APs are useful in situations where many APs are required in the 
network. As more APs are added, each AP is automatically configured and managed by the 
WLC. 
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