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B. fast data transfer
C. secure data transfer
D. encrypts data with one key

Correct Answer: B

QUESTION 197
What ate two categories of DDoS attacks? (Choose two.)

A. split brain
B. scanning
C. phishing
D. reflected
E. direct

Correct Answer: DE

QUESTION 198
A user received a targeted spear-phishing email and identified it as suspicious before opening the
content. To which category of the Cyber Kill Chain model does to this type of event belong?

A. weaponization
B. delivery

C. exploitation

D. reconnaissance

Correct Answer: B

QUESTION 199
What are two denial of service attacks? (Choose two.)

A. MITM

B. TCP connections
C. ping of death

D. UDP flooding

E. code red

Correct Answer: CD

QUESTION 200
Which security model assumes an attacker within and outside of the network and enforces strict
verification before connecting to any system or resource within the organization?

A. Biba

B. Object-capability
C. Take-Grant

D. Zero Trust

Correct Answer: D

QUESTION 201
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An organization is cooperating with several third-party companies. Data exchange is on an
unsecured channel using port 80 Internal employees use the FTP service to upload and
download sensitive data An engineer must ensure confidentiality while preserving the integrity of
the communication. Which technology must the engineer implement in this scenario'?

A. X 509 certificates

B. RADIUS server

C. CAserver

D. web application firewall

Correct Answer: A

QUESTION 202
Which vulnerability type is used to read, write, or erase information from a database?

A. cross-site scripting

B. cross-site request forgery
C. buffer overflow

D. SQL injection

Correct Answer: D
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