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Which option is correct for configuring the SRF for passive, out-of-band traffic evaluation?
 
 
A. sfr fail-close oob 
B. sfr monitor-only 
C. sfr fail-open monitor-only 
D. sfr passive-mode 
 

Answer: B

 

 

Which impact flag indicates that action is to be taken immediately?
 
 
A. 0 
B. 1 
C. 5 
D. 4 
 

Answer: B

 

 

 
Refer to the exhibit.
 
 

 
 
Which Cisco ASA CLI commands configure these static routes in the Cisco ASA routing
table?
 
 
A. route dmz 10.2.2.0 0.0.0.255 172.16.1.10  
route dmz 10.3.3.0 0.0.0.255 172.16.1.11 
B. route dmz 10.2.2.0 0.0.0.255 172.16.1.10 1  
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route dmz 10.3.3.0 0.0.0.255 172.16.1.11 1 
C. route dmz 10.2.2.0 0.0.0.255 172.16.1.10  
route dmz 10.3.3.0 0.0.0.255 172.16.1.11 2 
D. route dmz 10.2.2.0 255.255.255.0 172.16.1.10  
route dmz 10.3.3.0 255.255.255.0 172.16.1.11 
E. route dmz 10.2.2.0 255.255.255.0 172.16.1.10 1  
route dmz 10.3.3.0 255.255.255.0 172.16.1.11 1 
F. route dmz 10.2.2.0 255.255.255.0 172.16.1.10  
route dmz 10.3.3.0 255.255.255.0 172.16.1.11 2 
 

Answer: F

 

 

An SFR module has been installed in the adaptive security appliance. Which command
must be executed on the module to establish connectivity to FireSIGHT Management
Center?
 
 
A. system install manager 
B. config manager fmc host 
C. config manager add 
D. system manager fmc 
 

Answer: B

 

 

Which Cisco ASA CLI command is used to enable HTTPS (Cisco ASDM) access from any
inside host on the 10.1.16.0/20 subnet?
 
 
A. http 10.1.16.0 0.0.0.0 inside 
B. http 10.1.16.0 0.0.15.255 inside 
C. http 10.1.16.0 255.255.240.0 inside 
D. http 10.1.16.0 255.255.255.255 
 

Answer: C
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Which three actions are supported by file policies? (Choose three.)
 
 
A. malware cloud lookup 
B. Spero dynamic analysis 
C. block files 
D. detect malware 
E. bypass 
F. block malware 
 

Answer: A,C,F

 

 

Which three options are assignable file dispositions? (Choose three.)
 
 
A. malware 
B. unassigned 
C. custom detection 
D. user-defined 
E. permit 
F. unknown 
 

Answer: A,C,F

 

 

When preconfiguring a Cisco AnyConnect profile for the user group, which file is output by
the Cisco AnyConnect profile editor?
 
 
A. user.ini 
B. user.html 
C. user.pcf 
D. user.xml 
 

Answer: D
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Which three policy types are configured using Fire SIGHT Management Center? (Choose
three.)
 
 
A. remote access 
B. file 
C. health 
D. network discovery 
E. malware 
F. access list 
G. firewall 
 

Answer: B,C,D

 

 

Which option best describes the role of an IoC?
 
 
A. tags on a host that indicate that an infection event has occurred 
B. statically assigned target values on a host 
C. a flag that indicates that a host operating system needs patching 
D. an impact flag of an infection event 
 

Answer: A

 

 

Which three options are characteristics of Web Type ACLs? (Choose three.)
 
 
A. They are assigned per-connection profile. 
B. They are assigned per-user or per-group policy. 
C. They can be defined in the Cisco AnyConnect Profile Editor. 
D. They support URL pattern matching. 
E. They support implicit deny all at the end of the ACL. 
F. They support standard and extended WebType ACLs. 
 

Answer: B,D,E
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You are configuring bookmarks for the clientless SSL VPN portal without the use of plug-
ins. Which three bookmark types are supported? (Choose three.)
 
 
A. RDP 
B. HTTP 
C. FTP 
D. CIFS 
E. SSH 
F. Telnet 
 

Answer: B,C,D

 

 

Which Cisco SFR feature license is needed to allow a high school security administration to
implement a policy to allow student access to only high-reputation websites?
 
 
A. AVC 
B. Botnet Traffic Filtering 
C. URL 
D. NGIPS 
E. AMP 
 

Answer: C

 

 

A file-type embedded attack is an example of which IoC event category?
 
 
A. security intelligence 
B. IPS 
C. malware 
D. firewall 
 

Answer: C
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On Cisco ASA Software Version 8.3 and later, which two statements correctly describe the
NAT table or NAT operations? (Choose two.)
 
 
A. The NAT table has four sections. 
B. Manual NAT configurations are found in the first (top) and/or the last (bottom) section(s)
of the NAT table. 
C. Auto NAT also is referred to as Object NAT. 
D. Auto NAT configurations are found only in the first (top) section of the NAT table. 
E. The order of the NAT entries in the NAT table is not relevant to how the packets are
matched against the NAT table. 
F. Twice NAT is required for hosts on the inside to be accessible from the outside. 
 

Answer: B,C

 

 

Datagram Transport Layer Security (DTLS) was introduced to solve performance issues.
Which three are characteristics of DTLS? (Choose three.)
 
 
A. It uses TLS to negotiate and establish DTLS connections. 
B. It uses DTLS to transmit datagrams. 
C. It is disabled by default. 
D. It uses TLS for data packet retransmission. 
E. It replaces underlying transport layer with UDP 443. 
F. It uses TLS to provide low-latency video application tunneling. 
 

Answer: A,B,E

 

 

Detection of an exploit kit that is installed on a device is an example of which IoC event
category?
 
 
A. security intelligence 
B. IPS 
C. malware 
D. firewall 
 

Answer: B
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