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Which of the following server types translates FQDNs to IP addresses?
 
 
A. DHCP 
B. SMTP 
C. DNS 
D. FTP 
 

Answer: C

 

 

A server technician is investigating a potential data breach. It is believed that the breach
occurred via telnet access. Which of the following could validate this hypothesis?
 
 
A. Port scanner 
B. Cipher tools 
C. Checksum analyzer 
D. TDR 
 

Answer: A

 

 

An administrator needs to create two websites. One website must only be used by internal
users and the other website must be a corporate website accessible externally by
customers. Which of the following website types is needed?
 
 
A. Extranet for users and intranet for customers 
B. Internet for users and extranet for customers 
C. Intranet for users and extranet for customers 
D. Extranet for users and extranet for customers 
 

Answer: C

 

 

Question No : 1

Question No : 2

Question No : 3

Question No : 4

Dumps with PDF and VCE（+Free VCE Software）

http://www.ensurepass.com/



A system administrator is tasked to enable authentication on a web server's login page.
One of the requirements for the web server is to encrypt authenticated sessions over HTTP
protocol for all static HTML pages. Using the information supplied, which of the following
default port numbers should be used to satisfy these requirements?
 
 
A. 53 
B. 8080 
C. 143 
D. 443 
 

Answer: D

 

 

A datacenter technician encounters a power receptacle labeled NEMA L5-30. Which of the
following powers is this socket rated for?
 
 
A. 115v 30 amp 
B. 208v 30 amp 
C. 220v 1 phase 
D. 440v 3 phase 
 

Answer: A

 

 

Clients cannot connect to the network. A technician determines that port 68 is not open.
Which of the following protocols is being blocked?
 
 
A. POP3 
B. DNS 
C. LDAP 
D. DHCP 
 

Answer: D
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An email administrator is tasked to setup a Linux mail server.One of the requirements is to
close all ports except SSH,HTTPS, SMTP, POP3, and IMAP4.Which of the following
commands should be used to see which ports are currently open on the mail server?
(Select TWO).
 
 
A. lsof 
B. netstat 
C. ipconfig 
D. traceroute 
E. ping 
F. dig 
 

Answer: A,B

 

 

A technician is concerned about memory data corruption in a server. Which of the following
memory types should be considered?
 
 
A. Static 
B. SDRAM 
C. Dynamic 
D. ECC 
 

Answer: D

 

 

Which of the following services provide hostname to IP address resolution? (Select TWO).
 
 
A. NTP 
B. NAT/PAT 
C. DHCP 
D. DNS 
E. WINS 
F. LDAP 
 

Answer: D,E
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An administrator receives multiple reports that users cannot access a secure website
hosted on a server the administrator manages. The administrator investigates and
discovers that the reason users cannot access the secure site is because:
 
 
A. port 22 is closed. 
B. port 80 is closed. 
C. port 443 is closed. 
D. port 3389 is closed. 
 

Answer: C

 

 

A technician performs monthly backups on a file server to a NAS device that can hold 1TB
of data.The size of the monthly backups has been as follows:
 
Month 1 = 50GB
 
Month 2 = 65GB
 
Month 3 = 80GB
 
Starting with Month 1, based on the current rate of growth, in how many months will the
NAS run out of available storage space?
 
 
A. 4 
B. 5 
C. 9 
D. 11 
 

Answer: C

 

 

Users in the accounting department report that they are unable to access a shared network
drive used by all departments. Upon troubleshooting, a technician determines that three
users in the marketing department, two in sales, five in human resources, and ten in IT are
all successfully accessing the shared network drive. Which of the following is MOST likely
causing the issue?
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A. Corrupt user profiles 
B. Incorrect NTFS group permissions 
C. The share is unsecured 
D. Excessive page filing on server 
 

Answer: B

 

 

A systemadministrator has decided to create several VMs for a company. In which of the
following locations would each of theVMsreside?
 
 
A. Host 
B. VNC 
C. Guest 
D. VPN 
 

Answer: A

 

 

Which of the following is the number of 7-inch high servers that can be installed in a 42U
rack?
 
 
A. 4 
B. 5 
C. 10 
D. 12 
 

Answer: C

 

 

An administrator needs to deploy 1000 servers in a short period of time. Which of the
following deployment methods will expedite the OS installations?
 
 
A. Use disk duplicating software. 
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B. Use USB disk images to deploy servers. 
C. Use a disk replicator. 
D. Use PXE boot to retrieve an image. 
 

Answer: D

 

 

A new DHCP server is placed on a network segment during off hours. When work
resumes, users on a different network segment report connectivity issues. Users on the
same network segment report no connectivity issues. Which of the following is the MOST
likely reason for the connectivity issues?
 
 
A. The DHCP server was configured without specifying a WINS server address for the
users. 
B. The DHCP server was configured without specifying a DNS server address for the
users. 
C. The DHCP relay agent was not configured on the adjacent network segment. 
D. The DHCP server was configured to use private IP addressing to all network segments. 
 

Answer: C

 

 

Which of the following is the core software application that manages computer
virtualization?
 
 
A. Hypervisor 
B. Hyperthreading 
C. Console 
D. KVM 
 

Answer: A

 

 

A technician would like to restrict when internal hardware components on the server are
accessed. Which of the following server hardening techniques should the technician
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implement?
 
 
A. Intrusion detection 
B. BIOS password 
C. Chassis lock 
D. Disable WOL 
 

Answer: C

 

 

The logs on a server in a datacenter indicate that the server unexpectedly shut down
minutes after the night cleaning crew started their shift. Which of the following is the MOST
likely reason for the shut down?
 
 
A. A hard disk on the server failed. 
B. A power surge occurred. 
C. The CPU on the server overheated. 
D. A memory module on the server failed. 
 

Answer: B

 

 

A technician is assigned a task to configure a new server with six hard drives. The senior
administrator requested the technician utilize the drives for maximum fault tolerance. Which
of the following RAID configurations should the technician use?
 
 
A. RAID 3 
B. RAID 5 
C. RAID 10 
D. RAID 0 
 

Answer: C
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A server technician in a datacenter configures a daemon to monitor the battery health in a
UPS. Over a two day time period, the daemon generates a warning message. Which of the
following represents the FIRST action that should be taken by the server technician?
 
 
A. Perform a test on the UPS batteries 
B. Immediately replace the UPS batteries 
C. Move the servers connected to the UPS to another existing UPS 
D. Immediately replace the UPS with a new UPS 
 

Answer: A

 

 

Several of the finance department computers are experiencing timeouts while in their
financial program. The program will not open or close; however, the previous day the
program was running without issues. Which of the following is MOST likely the cause of
this problem?
 
 
A. Service priority 
B. Rogue processes 
C. Firewall problem 
D. Processor affinity 
 

Answer: B

 

 

A server has recently been configured as a network firewall. After the firewall was
configured, users could no longer access a remote server. Which of the following, if
properly configured on the firewall, will allow users to have secure access to the remote
server?(Select TWO).
 
 
A. Allow TCP port 21 
B. Allow TCP port 22 
C. Allow TCP port 23 
D. Allow TCP port 25 
E. Allow TCP port 161 
F. Allow TCP port 3389 
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Answer: B,F

 

 

Users on multiple network segments report that they are unable to retrieve email from a
server. Which of the following commands will allow a server technician to ensure that the
email service is running on the server?
 
 
A. ifconfig 
B. ipconfig 
C. nbtstat 
D. netstat 
 

Answer: D

 

 

A server administrator is implementing disk redundancy in all database servers. Which of
the following RAID configurations should the administrator use so that a MINIMUM number
of disks are required?
 
 
A. RAID 0 
B. RAID 1 
C. RAID 5 
D. RAID 6 
 

Answer: B

 

 

An administratordecidesto implement access control techniques tosecurea datacenter.
Which of the following would be the STRONGEST technique for the administrator to use?
 
 
A. Multifactor authentication 
B. RFID chip 
C. Cipher locks 
D. Bollards 
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Answer: A

 

 

A system administrator needs to directly control a server that has no network connectivity.
Which of the following should be used to accomplish this?
 
 
A. SSH 
B. KVM 
C. RDP 
D. iLO/iDRAC 
 

Answer: B

 

 

A technician is tasked with providing network-based high availability to a pair of identical
web servers. Which of the following minimum server NIC configurations fulfills these
requirements?
 
 
A. Two physical NICs per server: one NIC configured for multicast and one for broadcast. 
B. One physical NIC per server: each individual NIC configured for network load balancing. 
C. Two physical NICs per server: one NIC for network traffic, and one for web traffic. 
D. One physical NIC per server: each NIC configured with the same MAC and IP address. 
 

Answer: B

 

 

In a PKI, which of the following represents the top level of a certificate authority?
 
 
A. Root CA 
B. Intermediate CA 
C. Subordinate CA 
D. Delegated CA 
 

Answer: A
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A network administrator is tasked to set up zoning for a SAN infrastructure that requires
redundancy. Which of the following types of hardware should the administrator implement?
 
 
A. Multiple VLANs 
B. Multiple host nodes 
C. Multiple HBAs 
D. Multiple routers 
 

Answer: C

 

 

A hardware compatibility list recommends striping with double parity as storage for an
application. In a test environment, a technician realizes that a different RAID level can be
used to compensate for a limited number of available disks. Which of the following is the
closest RAID level the technician should deploy while minimizing the number of disks and
maintaining fault tolerance?
 
 
A. 0 
B. 1 
C. 5 
D. 10 
 

Answer: C

 

 

A technician notices a rack mounted server is beeping without booting up. The NEXT step
to diagnose this issue would be to:
 
 
A. continue to power cycle the server until it boots normally. 
B. count the beeps and reference the service manual. 
C. disable the alarm within the server. 
D. install the server into a different rack. 
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Answer: B

 

 

Which of the following server types is commonly used for authentication and credential
storage?
 
 
A. File server 
B. Directory server 
C. Web server 
D. DNS server 
 

Answer: B

 

 

Auserreports thatascript \\Server\Share\Runme.bat, which isrunon a daily basis, cannot be
accessed. Which of the following is the FIRST step to take in resolving this issue?
 
 
A. Check the network cable. 
B. Ping the gateway. 
C. Verify the workstation IP address. 
D. Ping the server. 
 

Answer: D

 

 

Historical data shows that on average, a server is likely to fail once every nine months. A
company has purchased 24x7, four hour hardware response to replace a server's failed
hardware. Additionally, the company can restore a server to its operational status within six
hours from the time the failed hardware has been replaced. Which of the following
describes this scenario?
 
 
A. The company's MTTR is ten hours. 
B. Individual servers have 99.999% uptime. 
C. Service can be restored within four hours. 
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D. The operational SLA is six hours. 
 

Answer: A

 

 

An administrator is securing a secure web server by disabling ports. After completing this
process, clients cannot access the secure web server. The administrator should now go
back and verify whether which of the following ports is enabled?
 
 
A. 23 
B. 389 
C. 443 
D. 445 
 

Answer: C

 

 

A server with a number of graphics cards installed was recently upgraded with additional
graphics cards. Once the server is started, the system powers off unexpectedly. Prior to the
upgrade, the server was stable and exhibited no odd behavior. Which of the following is the
MOST likely cause of the problem?
 
 
A. The card device drivers are out of date and need to be updated. 
B. The power supply cannot handle the additional power for the new cards. 
C. The operating system does not recognize the new cards. 
D. The cards are not compatible with the other server hardware. 
 

Answer: B

 

 

A systemadministrator is tasked with dividing the network so that each department is
separate from the other. Which of the following should be used to accomplish this task?
 
 
A. VLAN 
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B. VPN 
C. VNC 
D. VM 
 

Answer: A

 

 

A server has been assigned a role of mail server. Which of the following services will be
installed as a result of this selection?
 
 
A. SNMP 
B. SMTP 
C. TCP 
D. DHCP 
E. SFTP 
 

Answer: B

 

 

In a Windows environment, auser is able to accessthenetwork folder and open items, but
isnot able to delete anything. Which of the followingfolder permissions doesthe
userrequire?
 
 
A. Execute 
B. Read 
C. Write 
D. Modify 
 

Answer: D

 

 

A system administrator has determined thatmore storageis needed for company data. The
storage requires thehighest speed data transfer rate with maximum performance. Which of
the following solutions MUSTbe implemented to meet the business requirements?
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A. FC SAN 
B. FCoE 
C. iSCSI 
D. JBOD 
 

Answer: A

 

 

Two servers are to be configured for high availability in a cluster. Both servers will be
running applications at the same time. This feature is know as:
 
 
A. round robin. 
B. heartbeat. 
C. active/active. 
D. active/passive. 
 

Answer: C

 

 

A technician has completed the installation and configuration of a third email server. The
technician has configured the firewall to permit email traffic, but the mail is only being
received by the two older servers. Which of the following should the technician configure to
ensure incoming email will be processed by all three servers?
 
 
A. Enable NTP to ensure all three servers are synchronized. 
B. Configure IMAP on the new mail server. 
C. Add the DNS server option in DHCP. 
D. Update the MX record in DNS. 
 

Answer: D

 

 

A hardware failure affects a server in adatacenter. The server is critical to company
operation, and the hardware vendor is out of stock on the parts needed to repairthe server.
A network technician suggests replacing it with a server from the warm site.Which of the
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following should the technician do FIRST?
 
 
A. Outsource a hardware-certified courier to move the server to the datacenter. 
B. Check the DRP and BCP and talk to the company stakeholders before making the
decision. 
C. Unrack the server from the warm site and move it to the datacenter. 
D. Order the parts from the hardware vendor and notify affected users that the server will
be down. 
 

Answer: B

 

 

A line-of-business software patch notification is received. The notification indicates that
version 5.0 of the software has new features that the accounting department has been
expecting.The update requires a new version of the OS and new version of SQL on the
server. Which of the following should the administrator performFIRST?
 
 
A. Schedule downtime to update the OS and SQL on the server. 
B. Download and test the new version. 
C. Develop a plan to build a test server. 
D. Request feedback from the accounting department. 
 

Answer: C

 

 

A server administrator is researching the purchase of SSD for a server. The administrator
receives a report from the datacenter technician detailing current storage requirements and
future growth planning estimates as follows:
 
ServerA: Current-15TB-Future-50% growth
 
ServerB: Current-20TB-Future-80% growth
 
Based on this report, which of the following represents the MINIMUM storage requirements
needed?
 
 
A. ServerA-18TB, ServerB-24TB 
B. ServerA-22TB, ServerB-22TB 
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C. ServerA-23TB, ServerB-36TB 
D. ServerA-25TB, ServerB-40TB 
 

Answer: C

 

 

Which of the following is the purpose of an NTP server?
 
 
A. For hosting instant messaging applications 
B. For synchronizing clocks on network devices 
C. For file sharing and collaboration 
D. For hosting newsgroups 
 

Answer: B

 

 

A technician is tasked with building a test server. Which of the following hard drive types
will provide the highest performance?
 
 
A. SCSI 
B. SAS 
C. SATA 
D. iSCSI 
 

Answer: B

 

 

A technician working in the datacenter has finished racking a new 4U server into a new
rack. Which of the following should the technician do to allow for hot/cold aisle
containment?
 
 
A. Close the perforated floor tile in front of the new rack. 
B. Reset the rack temperature and humidity control. 
C. Install blanking panels in the rack. 
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D. Lower the temperature of the data center HVAC. 
 

Answer: C

 

 

Which of the following is a reason to have a remote cold site readily available in case of a
disaster in the primary datacenter?
 
 
A. It provides a company with a redundant location that mirrors the primary datacenter
hardware but requires no data restoration. 
B. It provides a company with a backup location to install the necessary equipment to
restore critical services. 
C. It provides a company with a backup location equipped with resources necessary for
immediate restoration of critical services. 
D. It provides a company with a redundant location that mirrors the primary datacenter
hardware and data. 
 

Answer: B

 

 

A technician is working on a server that is experiencing network connectivity issues. The
technician replaces the NIC on the server, but this does not resolve the issue. Which of the
following troubleshooting steps should the technician do NEXT?
 
 
A. Establish a new theory of probable cause 
B. Perform a root cause analysis 
C. Document findings, actions, and outcomes 
D. Identify additional changes to the server 
 

Answer: A

 

 

A technician is installing a rack mounted server into a rack in a datacenter with CRAC units
and blanking panels. Blanking panels are used to:
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A. lower the UPS power requirements. 
B. limit airflow leakage in the rack. 
C. limit the amount of servers that will fit into the rack. 
D. color match the server color. 
 

Answer: B

 

 

Which of the following allows virtual machines to share the NIC of the host?
 
 
A. Virtual LANs 
B. NAT 
C. Bridging 
D. Virtual NICs 
 

Answer: C

 

 

Which of the following is a benefit of using raised floors with specially configured tiles in a
server room?
 
 
A. To provide for heat dissipation using forced air through the sub-floor. 
B. To provide for liquid cooling systems through the sub-floor. 
C. To provide a location for baffles or shrouds in the sub-floor. 
D. To provide a location for redundant power supplies in the sub-floor. 
 

Answer: A

 

 

A server's runtime during power outages is too short to shut down properly. A system
technician is asked to remediate the problem. Which of the following would be the result of
adding additional batteries to the UPS?
 
 
A. Increased load balancing 
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B. Extended uptime 
C. Greater efficiency 
D. Increased power output 
 

Answer: B

 

 

Two RAID arrays are created from eight disks. One is created using RAID 6, the other is
created using RAID 5 with a hot spare. Which of the following is the operational difference
between these configurations?
 
 
A. RAID 6 has the ability to recover from two disks simultaneously failing. 
B. The RAID 5 array will be significantly faster than the RAID 6 array. 
C. The RAID 6 array will be significantly faster than the RAID 5 array. 
D. RAID 6 has a higher storage capacity than RAID 5. 
 

Answer: A

 

 

Which of the following is the MOST secure method of storing critical and sensitive system
information (e.g. administrative passwords, trusted signing keys)?
 
 
A. Store the information encrypted and offline in a storage safe. 
B. Encrypt the information using a zip file with a password. 
C. Utilize a drive with full disk encryption enabled. 
D. Create an encrypted virtual disk for storage. 
 

Answer: A

 

 

An administrator was taskedto enforcedisk quotas on the Windows file server. The
administratorallocated 1GB of space to each user. A month later, the users were still able
to save beyond 1GB. Which of the following check boxes should have been selected?
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A. Enable compression 
B. Prohibit read/write if limit is reached 
C. Deny access if limit is reached 
D. Log an event if disk space is reached  
 

Answer: C

 

 

An older server has performance problems writing files to a RAID array. After checking for
failed drives, no problems are found. Which of the following should be checked NEXT?
 
 
A. The cooling system 
B. The cache battery 
C. The hard drive tray 
D. The hard drive cables 
 

Answer: B

 

 

Which of the following will protect data loss against catastrophic multiple physical drive
failure?
 
 
A. RAID 10 
B. Snapshot 
C. Tape backup 
D. RAID 5 
 

Answer: C

 

 

An administrator needs to control servers locally via a console. The administrator wants a
rack mounted solution for easy access. Which of the following should be installed?
 
 
A. iDRAC 
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B. KVM 
C. ILO 
D. RDP 
 

Answer: B

 

 

A technician is asked to troubleshoot a hardware alert on a server. The server is up and
running and all users can access their data. Which of the following could the technician use
to find the failed component? (Select TWO).
 
 
A. LEDs 
B. Dataflow diagram 
C. Power supply tester 
D. LCD messages 
E. Cabling diagram 
 

Answer: A,D

 

 

A system administrator is asked to set up several physical file serversthat have recently
crashed due to apower failure. Which of the following documents should the administrator
refer toin order to complete this task?
 
 
A. Server configuration documentation 
B. Network diagram 
C. Asset management documentation 
D. Dataflow diagram 
 

Answer: A

 

 

Which of the following server types stores the list of network usernames and passwords
required for authentication?
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A. File server 
B. Directory 
C. DHCP 
D. SNMP 
 

Answer: B

 

 

A server administrator wants to upgrade the memory of the server using two memory
modules. The server has two banks of memorywith the followingslotsavailable: A2, A3, A4,
B2, B3, and B4. In whichof the following two slotsshould theadministrator install the
additional RAM?
 
 
A. Slots A2 and A3 
B. Slots A2 and B2 
C. Slots A2 and B4 
D. Slots B2 and B3 
 

Answer: B

 

 

A technician needs to add a processor to a server. Which of the following specifications
should the technician examine? (Select THREE).
 
 
A. Bus multiplier 
B. Processor speed 
C. Socket type 
D. Processor stepping 
E. L3 cache size 
F. Thermal specifications 
 

Answer: B,C,D

 

 

When troubleshooting a failed backup, atechnician runs the backup using the same tape
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but on a different tape drive in the same tape library. The backup fails again. Which of the
followingshould be the FIRST item the technician should examine as a failure?
 
 
A. Tape drive 
B. Tape library 
C. Tape media 
D. Tape capacity 
 

Answer: C

 

 

Which of the following protocols is considered stateless and utilizes TCP when
communicating between a server and client?
 
 
A. IMAP 
B. SMTP 
C. HTTP 
D. SSH 
 

Answer: C

 

 

A customer reports that connectivity to their web server has been sporadic throughout the
morning. An administrator has applied OS patches periodically throughout the morning and
rebooted the server. Which of the following has the administrator MOST likely violated?
 
 
A. Service level agreement 
B. Mean time before failure 
C. Mean time to repair 
D. Request for proposal 
 

Answer: A
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A technician is called upon to add storage to a database server. The database
administrator needs the maximum performance for accessing many small files. Which of
the following specifications should the technician focus on when selecting the drive to add
to the server?
 
 
A. Form factor 
B. Capacity 
C. Bus bandwidth 
D. Seek time 
 

Answer: D

 

 

A server administrator is setting up a new set of hosts for an application that requires
communication between all the hosts on a dedicated private subnet. Initially, the
configuration consists of four hosts and is expected to grow to 48 total as the application is
implemented for the entire company. When configuring the private subnet, which of the
following CIDR netmasks would allow for the full number of hosts once the application is
fully in production with the least number of unused addresses allocated?
 
 
A. /25 
B. /26 
C. /27 
D. /28 
 

Answer: B

 

 

A system administrator is given a server with an existing OS installed and four empty SAS
bays. The system administrator is asked to set up a new data drive for testing with 100GB
of data. For the best possible performance, which of the following should the system
administrator select for the data storage?
 
 
A. SCSI 
B. SATA 
C. Solid state drive 
D. Flash drive 
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Answer: C

 

 

Which of the followingdefaultports should be open on a server for remote administration?
 
 
A. TCP 25 
B. TCP 389 
C. TCP 3128 
D. TCP 3389 
 

Answer: D

 

 

In an effort to reduce recovery time during hardware failures, a server administrator needs
to implement a backup method that will allow for complete OS and service/application
recovery as long as compatible hardware is available. Which of the following backup types
meets this requirement?
 
 
A. Incremental 
B. Bare metal 
C. Snapshot 
D. Full 
 

Answer: B

 

 

Anadministrator isbuilding a web server to host an online banking application. Theserver
should not have access to the internal network, andonly ports that are used by
theapplication should be opened. Whichof the following MUSTbe implemented to meet the
business requirements?
 
 
A. Add the server to the internal network and use IPSec to encrypt communication between
the web server and other devices. 
B. Use an ISA server to block access to the internal network. 
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