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Which enables access to all of the logged-in user's capabilities on a computer?
 
 
A. Java applets 
B. ActiveX controls 
C. Active Server Pages (ASP) 
D. Microsoft Silverlight 
 

Answer: B

 

 

E-mail bombing attacks a specific entity by:
 
 
A. Redirecting all e-mail to another entity 
B. Sending high volumes of e-mail 
C. Tracing e-mail to the destination address 
D. Triggering high levels of security alerts 
 

Answer: B

Explanation:  

In Internet usage, an email bomb is a form of net abuse consisting of sending huge

volumes of email to an address in an attempt to overflow the mailbox or overwhelm the

server where the email address is hosted in a denial-of-service attack. 

 

 

 

 

For each of the following statements, select Yes if the statement is true. Otherwise, select
No. Each correct selection is worth one point.
 
 

Question No : 1

Question No : 2
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Answer:

Explanation: 
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Biometric devices, such as finger scanners consist of a reader or scanning device,

Software that converts the scanned information into digital form and compares match

points, and a database that stores the biometric data for comparison. To prevent identity

theft, biometric data is usually encrypted when it is gathered. 
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What is the primary advantage of using Active Directory Integrated Zones?
 
 
A. Zone encryption  
B. Password protection  
C. Non-repudiation 
D. Secure replication 
 

Answer: D
Reference: http://books.google.com/books?id=CXy-
2LBZCVgC&pg=PA201&dq=%22Active+Directory+Integrated+Zones%22,+Secure+replicat
ion&hl=en&sa=X&ei=9s92U-v1KI-
zyASjzILIDg&ved=0CE0Q6AEwAQ#v=onepage&q=%22Active%20Directory%20Integrated
%20Zones%22%2C%20Secure%20replication&f=false
 
 
 

 

 

The primary method of authentication in an SSL connection is passwords.
 
 
To answer, choose the option "No change is needed" if the underlined text is correct. If the
underlined text is not correct, choose the correct answer.
 
 
A. No change is needed 
B. Certificates 
C. IPsec 
D. Biometrics 
 

Answer: B
Reference: https://www.geocerts.com/ssl/understanding_authentication
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To implement WPA2 Enterprise, you would need a/an: 
 
 
A. RADIUS server 
B. SSL server 
C. WEP server 
D. VPN server 
 

Answer: A

 

 

You are at school and logged in to a Windows 7 computer using a standard user account.
 
 
You need to change some of the properties of a desktop icon for an assignment. Your
instructor provides you with an administrator username and password and asks you to do
two tasks.
 
 
When you open the Need Admin Access Properties window, you see the following image:
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Use the drop-down menus to select the answer choice that completes each statement.
Each correct selection is worth one point.
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Answer:

Explanation: 
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To protect systems from buffer overflow errors, you can use:
 
 
A. Antivirus software 
B. Data Execution Prevention 
C. A proxy server 
D. An Intruder Prevention System 
 

Answer: B
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Password history policies are used to prevent:
 
 
A. Brute force attacks 
B. Users from sharing passwords 
C. Social engineering 
D. Passwords from being reused immediately 
 

Answer: D

Explanation:  

This security setting determines the number of unique new passwords that have to be

associated with a user account before an old password can be reused. The value must be

between 0 and 24 passwords. 

This policy enables administrators to enhance security by ensuring that old passwords are

not reused continually. 
Reference: http://technet.microsoft.com/en-us/library/cc758950(v=ws.10).aspx
 
 
 

 

 

For each of the following statements, select Yes if the statement is true. Otherwise, select
No. Each correct selection is worth one point.
 
 

 
 
 

Answer:

Question No : 10 HOTSPOT
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Explanation: 
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You are trying to connect to an FTP server on the Internet from a computer in a school lab.
You cannot get a connection. You try on another computer with the same results. The
computers in the lab are able to browse the Internet.
 
 
You are able to connect to this FTP server from home.
 
 
What could be blocking the connection to the server?
 
 
A. A layer-2 switch 
B. A wireless access point 
C. A firewall 
D. A layer-2 hub 
 

Question No : 11
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Answer: C

 

 

How does the sender policy framework (SPF) aim to reduce spoofed email?
 
 
A. It provides a list of IP address ranges for particular domains so senders can be verified. 
B. It includes an XML policy file with each email that confirms the validity of the message. 
C. It lists servers that may legitimately forward mail for a particular domain. 
D. It provides an encryption key so that authenticity of an email message can be validated 
 

Answer: A

 

 

When conducting a security audit the first step is to:
 
 
A. Inventory the company's technology assets 
B. Install auditing software on your servers 
C. Set up the system logs to audit security events 
D. Set up a virus quarantine area 
 

Answer: A

 

 

What are three examples of two-factor authentication? (Choose three.)
 
 
A. A fingerprint and a pattern 
B. A password and a smart card 
C. A username and a password 
D. A password and a pin number 
E. A pin number and a debit card 
 

Answer: A,B,E

Explanation:  

At minimum two-factor authentication requires two out of three regulatory-approved

Question No : 12

Question No : 13

Question No : 14
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✑

✑

✑

authentication variables such as: 
Something you know (like the PIN on your bank card or email password).
Something you have (the physical bank card or a authenticator token).
Something you are (biometrics like your finger print or iris pattern).

 
 

 

 

Cookies impact security by enabling: (Choose two.)
 
 
A. Storage of Web site passwords. 
B. Higher security Web site protections. 
C. Secure Sockets Layer (SSL). 
D. Web sites to track browsing habits. 
 

Answer: A,D
Reference: http://en.wikipedia.org/wiki/HTTP_cookie
 
 
 

 

 

The manager of a coffee shop hires you to securely set up WiFi in the shop.
 
 
To keep computer users from seeing each other, what should you use with an access
point?
 
 
A. Client bridge mode 
B. Client isolation mode 
C. MAC address filtering 
D. Client mode 
 

Answer: B

Explanation:  

Wireless Client Isolation is a unique security feature for wireless networks. When Client

Isolation is enabled any and all devices connected to the wireless LAN will be unable to talk

to each other. 
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The client computers on your network are stable and do not need any new features. 
 
 
Which is a benefit of applying operating system updates to these clients?
 
 
A. Keep the software licensed 
B. Keep the server ports available 
C. Update the hardware firewall 
D. Close existing vulnerabilities 
 

Answer: D

 

 

You are an intern at Litware, Inc. Your manager asks you to make password guess
attempts harder by limiting login attempts on company computers.
 
 
What should you do?
 
 
A. Enforce password sniffing. 
B. Enforce password history. 
C. Make password complexity requirements higher. 
D. Implement account lockout policy. 
 

Answer: D
Reference: http://technet.microsoft.com/en-us/library/dd277400.aspx
 
 
 

 

 

You need to limit the programs that can run on client computers to a specific list. 
 

Question No : 17
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Which technology should you implement?
 
 
A. Windows Security Center 
B. Security Accounts Manager 
C. System Configuration Utility 
D. AppLocker group policies 
 

Answer: A

 

 

For each of the following statements, select Yes if the statement is true. Otherwise, select
No. Each correct selection is worth one point.
 
 

 
 
 

Answer:

Explanation: 
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You are preparing a local audit policy for your workstation. No auditing is enabled. 
 
 
The settings of your policy are shown in the following image:
 
 

 
 
Use the drop-down menus to select the answer choice that completes each statement.
Each correct selection is worth one point.
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Answer:

Explanation: First answer – Audit account logon events 

Second answers – audit system events 

 

 

Dozens of events can be audited in Windows. The events fall into several categories: 
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✑

✑

✑

✑

✑

✑

✑

✑

✑

Audit account logon events - audit each instance of a user logging on to or logging
off from another computer in which this computer is used to validate the account.
This event category is applicable to domain controllers only since DC’s are used to
validate accounts in domains.
Audit account management - audit each event of account management on a
computer. Examples of account maintenance include password changes, user
account and group modifications.
Audit directory service access - audit the event of a user accessing an Active
Directory object that has its own system access control list (SACL) specified.
Audit logon events - audit each instance of a user logging on to or logging off from
a computer. Note that this is different than the ‘Audit account login events’
category. This tracks the logon event to a specific server. The former tracks which
domain controller authenticated the user.
Audit object access - audit the event of a user accessing an object that has its own
system access control list (SACL) specified. Examples of objects are files, folders,
registry keys, printers, etc.
Audit policy change - audit every incident of a change to user rights assignment
policies, audit policies, or trust policies.
Audit privilege use - audit each instance of a user exercising a user right.
Audit process tracking - audit detailed tracking information for events such as
program activation, process exit, handle duplication, and indirect object access.
Audit system events - audit when a user restarts or shuts down the computer or
when an event occurs that affects either the system security or the security log.

 

 

Humongous Insurance is an online healthcare insurance company. During an annual
security audit a security firm tests the strength of the company's password policy and
suggests that Humongous Insurance implement password history policy.
 
 
What is the likely reason that the security firm suggests this?
 
 
A. Past passwords were easily cracked by the brute force method. 
B. Past passwords of users contained dictionary words. 
C. Previous password breaches involved use of past passwords. 
D. Past passwords lacked complexity and special characters. 
 

Answer: B
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In Internet Explorer 8, the InPrivate Browsing feature prevents:
 
 
A. Unauthorized private data input. 
B. Unencrypted communication between the client computer and the server. 
C. User credentials from being sent over the Internet. 
D. Any session data from being stored on the computer. 
 

Answer: D
Reference: http://windows.microsoft.com/en-us/windows/what-is-inprivate-browsing
 
 
 

 

 

Role separation improves server security by:
 
 
A. Enforcing principle of least privilege. 
B. Installing applications on separate hard disks. 
C. Physically separating high security servers from other servers. 
D. Placing servers on separate VLANs. 
 

Answer: A

 

 

Network Access Protection (NAP) enables administrators to control access to network
resources based on a computer's:
 
 
A. Encryption level 
B. Warranty 
C. Physical location 
D. Configuration 
 

Answer: D

Explanation: Network Access Protection (NAP) is a new set of operating system

components included with the Windows Server® 2008 and Windows Vista® operating

systems that provides a platform to help ensure that client computers on a private network

meet administrator-defined requirements for system health. NAP policies define the

required configuration and update status for a client computer’s operating system and

Question No : 24
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critical software. For example, computers might be required to have antivirus software with

the latest signatures installed, current operating system updates installed, and a host-

based firewall enabled. By enforcing compliance with health requirements, NAP can help

network administrators mitigate some of the risk caused by improperly configured client

computers that might be exposed to viruses and other malicious software. 

 

 

 

 

Which password attack uses all possible alpha numeric combinations?
 
 
A. Social engineering 
B. Brute force attack 
C. Dictionary attack 
D. Rainbow table attack 
 

Answer: C

 

 

For each of the following statements, select Yes if the statement is true. Otherwise, select
No. Each correct selection is worth one point.
 
 

 
 
 

Answer:

Question No : 26

Question No : 27 HOTSPOT

Dumps with VCE and PDF (+Free VCE Software)

www.ensurepass.com



Explanation: 
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A brute force attack: 
 
 
A. Uses response filtering 
B. Tries all possible password variations 
C. Uses the strongest possible algorithms 
D. Targets all the ports 
 

Answer: B

 

 

Question No : 28
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No. Each correct selection is worth one point.
 
 

 
 
 

Answer:

Explanation: 
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What is an example of non-propagating malicious code?
 
 
A. A back door 
B. A hoax 
C. A Trojan horse 
D. A worm 
 

Answer: A

 

 

Many Internet sites that you visit require a user name and password. 
 
 
How should you secure these passwords?
 
 
A. Save them to a text file 
B. Enable session caching 
C. Configure the browser to save passwords 
D. Save them to an encrypted file 
E. Reuse the same password 
 

Answer: D

 

 

Setting a minimum password age restricts when users can:
 
 
A. Request a password reset 
B. Change their passwords 
C. Log on by using their passwords 
D. Set their own password expiration 
 

Answer: B

Explanation:  

Configure the minimum password age to be more than 0 if you want Enforce password

history to be effective. Without a minimum password age, users can cycle through

Question No : 30
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passwords repeatedly until they get to an old favorite. 

 

 

 

 

Which enables you to change the permissions on a folder?
 
 
A. Take ownership  
B. Extended attributes  
C. Auditing 
D. Modify 
 

Answer: D

 

 

Which is the minimum requirement to create BitLocker-To-Go media on a client computer?
 
 
A. Windows XP Professional Service Pack 3 
B. Windows Vista Enterprise Edition 
C. Windows 7 Enterprise Edition 
D. Windows 2000 Professional Service Pack 4 
 

Answer: A

 

 

What is a service set identifier (SSID)?
 
 
A. A wireless encryption standard 
B. The wireless LAN transmission type 
C. The broadcast name of an access point 
D. A wireless security protocol 
 

Answer: C

Question No : 33
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Explanation:  

SSID (service set identifier) is a function performed by an Access Point that transmits its

name so that wireless stations searching for a network connection can 'discover' it. It's

what allows your wireless adapter's client manager program or Windows built-in wireless

software to give you a list of the Access Points in range. 

 

 

 

 

Which provides the highest level of security in a firewall?
 
 
A. Stateful inspection 
B. Outbound packet filters 
C. Stateless inspection 
D. Inbound packet filters 
 

Answer: A

 

 

What is a common method for password collection?
 
 
A. Email attachments  
B. Back door intrusions  
C. SQL Injection  
D. Network sniffers 
 

Answer: D

 

 

For each of the following statements, select Yes if the statement is true. Otherwise, select
No. Each correct selection is worth one point.
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Answer:

Explanation: 
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Question No : 39

Dumps with VCE and PDF (+Free VCE Software)

www.ensurepass.com



You want to make your computer resistant to online hackers and malicious software. 
 
 
What should you do?
 
 
A. Configure a forward proxy. 
B. Install anti-virus software. 
C. Enable spam filtering. 
D. Turn on Windows Firewall. 
 

Answer: B

 

 

A network sniffer is software or hardware that: 
 
 
A. Records user activity and transmits it to the server 
B. Captures and analyzes network communication 
C. Protects workstations from intrusions 
D. Catalogs network data to create a secure index 
 

Answer: B

Explanation:  

A network sniffer is a computer tool that captures network data in the form of low-level

packets. Network sniffers can be used for technical troubleshooting and analyzing the

communication. 

 

 

 

 

Coho Winery wants to increase their web presence and hires you to set up a new web
server. Coho already has servers for their business and would like to avoid purchasing a
new one.
 
 
Which server is best to use as a web server, considering the security and performance
concerns?
 
 
A. SQL Server 

Question No : 40
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