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QUESTION 1 
Which statement about wireless LAN security is true? 
 

A. Cisco CleanAir is a technology that allows you to detect the distance of a wireless device 
from an access point. 

B. Cisco Aironet 3500 and 3600 Series Access Points do not have an integrated spectrum 
analyzer that detects interferers. 

C. Classification occurs at the access point; interference impact and data are then sent to the 
wireless LAN controller. 

D. The wireless LAN controller stores data for location, history, and troubleshooting purposes. 

 
Answer: C 
 
 
QUESTION 2 
Which statement about wireless intrusion prevention and rogue access point detection is true? 
 

A. A local mode access point provides power to wireless clients. 

B. A monitor mode access point performs background scanning in order to detect rogue access 
points. 

C. A monitor mode access point is dedicated to scanning (listen-only). 

D. A monitor mode access point can distribute a white list of all known access points. 

E. Any access point that broadcasts the same RF group name or is part of the same mobility 
group is considered to be a rogue access point. 

 
Answer: C 
 
 
QUESTION 3 
Which statement accurately describes web authentication for secure guest access? 
 

A. With central web authentication, the WLAN controller serves the web portal. 

B. With central web authentication, Cisco ISE serves the web portal. 

C. With central web authentication, the WLAN controller sends the username and password to 
Cisco ISE for authentication. 

D. With central web authentication, the WLAN access point sends the username and password 
to Cisco ISE for authentication. 

E. With local web authentication, the username and password are checked at the WLAN access 
point. 

 
Answer: B 
 
 
QUESTION 4 
Which of these products is the best choice to prevent undesired content from being sent through 
a guest connection? 
 

A. Cisco ISR G2 or Cisco ASA and ScanSafe 

B. Host IPS via Cisco ISE posture 

C. IPS 

D. Personal firewall via ISE posture 

 
Answer: A 
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QUESTION 5 
Which two options show the correct associations of use cases with VPN technologies? (Choose 
two.) 
 

A. SP or large enterprise: MPLS, VPLS, SSL VPN 

B. SP or large enterprise: MPLS, VPLS, OTV 

C. Site-to-site VPN: GRE, DMVPN, FlexVPN, GET-VPN, IPsec 

D. Site-to-site VPN: OTV, DMVPN, GRE, GET-VPN, IPsec 

E. Client access: SSL VPN, EZ-VPN, FlexVPN, MPLS 

 
Answer: BC 
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